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Bannings not asolution

Childrenare unaware of risks lurking online. This is why
talking to children and protecting thenns so important.

Banning all mobile device child access Is not a solution;
this may trigger aggression and constrain peer interaction.
Parents shoulgbin their children in the virtual world

accompanying them in their online and offline lives.



Statistics

33%

Children and young people below 18
constitutea third of all web users worldwide.

"he number of internebrowsing minors Is on the rise
the age of firsttime contact with display devices is

dropping.

Personalisatiorand privacy levels are growing while
supervision mechanisms are on the slump.



Teenegerscreentime

Australian teenagers (aged 13 to 18
average approximately 43.6 hours of
screen time per week
(6.2 hours per day)

Averagedally time in the United States
Iseven higher (7 hours 22 minutes),
homework assignments excluded



Pandemieffect

)

In times of pandemic}9%o0f children spend more
than 6 hours a day online, as opposed to &¥epre-
pandemic average. Applications most popular with
children include¥ouTube, Netflix and ikTok



Screertime limit for childrenin differentage

Screen time affects how children operate. This is why it Is so
Important to ration mobile device usage for all family members

U Forchildren under 2 years of agé iIs recommended not to
allow any mobile device acceddistime shouldbe spent
Interacting with parents, engaging in physical activities and
sleeping.



Screertime limit for childrenin differentage

2 hours per day Around 2 hours ofscreen
1 hour per day .

. Parentsshould time per day. Parents
Children should . . . .
only use display spend time online should show interest in

. . with their children, how their children spend
devices in the . . .

esence of talk about what time online, encouraging

P they may them to take advantage

| .
adults encounter of the new technologies



Factors conducive tmedia overuse by minars

Uncontrolledd RA IAGFE AYAGARID V €
No set internet/mobile device access limits

Social media hyperactivity

Absence of hobbies and other interests; boredom
Shortage of digital education at school and at home
Poor family relationships

s 0
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Screertime rules

Set of principles determining the way
mobile devices shall be used by
children and their parents, and
establishing the limits and framework
of web browsing at home.




Screertime rulesc howto start?

A Parentsshould be consistent andeliver identical
messages

A Donot to unduly delay such conversatiodsproper,
friendly and safe time and placghouldbe picked for
rules to be introduced.

ABeging A UK GKS &aAYLX Said I O
positive reaction may be reasonably expectddhe
household includes children of assorted ages
distincttemperamentgschoregduties, therule
disparity should be emphatically highlighted.




Screertime rulesc howto start?

A The child may be offered freedom of choice in terms
of the day from which new rules shall prevan, later
than within a term of one weelkirom the date of the
talk.

A Secificrulesshouldbe fixedduring the talk, such as
aM K2dzNJ 2F O2YLJzi SNI GAY

A Write newly introduced rules down (drawings are
recommended as wellRules should be hung/ taped/
placed in a location visible and accessible to all
family members




Display DeviceseRules

A Find out aboutpplications/ software
avallable to the child and behaviours

a
A L
fi

opropriate for minors his/her age
se proper technologie® check out

ms/games/applications accessed and/or

used by your child (children)

A Seek out educational applicatiorsnd
recommend them to your child (children). Visit
child-friendly websites



Display DeviceseRules

ACheck out all mediaccessed and/or used by
your child

AlLet childrenmake mistakes, be empathetic
about misstepsoffer help.

APay attention to what is going on with your
childandreact whenever you suspedte/she
might have fallen victim to online fraud.

Aa 2y Al2NI &2 dzNJ OrkKeaRR Q4
appointment with a specialist/therapist if
required



Display DeviceseRules

A Never allow the use of display devices later
than one hour before bedtime

A Discourage the child from accessing social
media/other online forms of entertainment
when completing his/her homework
assignments




Display DeviceseRules

A Draft personalised screen time rules
appropriate for your family screen time rules
aK2dz R NBTf SOUG &2dzNJ ¥
parenting style

A Do not use technology as the single most
Important way of pacifying your child
Childrenshouldbe shown a variety of ways to
calm down, such as deep breathing, sharing
emotions, focusing on probletsolving
methods




Display DeviceseRules

N
N

A Realise the importance ddice to face
Interaction. Childrenlearn best when talking
to another person in twevay communication.

A Talk to your child (children) about online
safety, safety rules andyberthreats such as
cyberbullying or sexting

A Talk to other family membergespecially part
time caregivers) about screen time rules to
encourage consistency Iin following newly
iIntroduced rules



Display DeviceseRules

A Smilar rules should apply to offline and online
activities. Set boundarie§et to know your
h OKAf RQa Yl GSad® CAyR 2
visitsand which online activities he/she
V considers interesting or fascinating
A Havefun online with your child, watch films,

play computer games. Do not focus on )
Y2ZYAUZ2ZNRY I @2dz2NJ OKATf R




Display DeviceseRules

A Planoffline family activities

A Encourage your family to engagehiealthy
lifestyle-promoting activities, reading,
conversations, walks

A Selectscreenfree zones such as bedrooms or
the dining room. Set up a charging location for
all mobile devices in the household to help
avoid constant smartphone checking



Display DeviceseRules

A Switch display devices offfhenever they are
unused. Background media may distract the
child during parenthild interaction or during
playtime.

A Do not yield to the pressuref introducing
your child to the new technologies as early as
possible Childrenare quick studies

A Become a role model for your childlimit
your own screen and web browsing time
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https://parents.au.reachout.com/skills-to-build/wellbeing/technology-and-teenagers
https://www.apa.org/monitor/2020/04/cover-kids-screens
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helping parents andarersto acquire some basic knowledge about different parenting styles, principles of
communication and trust building measures that are the basis for any educational activity especially in the field of
media use but not only. Learners will get an overview on the advantages and inconveniences of different
approaches and use of language.

Parenting styles
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In this part of the unit
four parenting styles will
be presented and their
expression regarding the
online behavior of
children will be discussec
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What are parenting styles ?

Parenting styles are the overall patternspafrental
Interaction characteristics with the chilthat have been
categorized according to the dimensiaoisthe parental
control (e.g. supervisigrdemandand set rules) and the
parental warmth (e.g. responsiveness, suppotipnsidering
combination betweernhesedimensionghe following
scheme emerges:

* Co-funded by the
gl Erasmus+ Programme
% of the European Union




Four parenting stvles

Responsive/warmth +

permissive authoritative

Demanding/
Undemanding/ control +

control -

negligent authoritarian

Unresponsive/warmth-

Rt Co-funded by the
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Parenting styles characterisB==:=
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Permissive parents

- act affirmatively, nonpunitive,
acceptant

- encourage selfegulation without
setting rules

avoid exercise of control and power

Authoritative parents
-NBaLRyR (2 GKSANI OKAf RQa
foster dialogue on conflictive topics
- use reason and power to shape their
OKAftRQa FOGAGAGASE AY |V
way
- encourage verbal give and take

Parenting
styles

Authoritarian parents
- use control and power to achieve

Negligent parents
- are uninvolved and often absent

-OFGSNI F2NJ 6laA0 ySSRa Qi obedience
show further engagement - have a standard set of conduct that the
- have low or no expectations for child needs to follow without discussion
and little communication with the - wish to preserve order and traditional

child structure



Parenting styles online ————
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Permissive parents

- do not set rules or limits for the
child use of internet

- allow their child to monitor its own

online behaviorand activities

Authoritative parents

set rules for the online activities of
their children,

monitor them these activities
correct negative and

reward positivebehaviors

Negligent parents Authoritarian parents

- are neither responsive nor demanding, . . - are more rigid and establish strict rules
NEIFINRAYI GKSANI OKAf RNEB dza S 2 ¥ doKil® internet use,
internet -R2y Qi O2Yy&aARSNIIye OKAfR |
- show little involvement with the child's
internet usage and not monitor their
online activities



In this part of the unit
gSQftt TFTAYR
communication is and
talk about four

dimensions of
communication

dzii
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Whatis communicatior?

- The word derives from twtatin words:communisc together andagere-

to do, to undertake something, so it actually means doing (things) together
=>communicare

- In order to manage to do things together you have to be able to understant
each other

- This leads to the different ways to express yourself and make somebody e
understand but also viceersa

So communication Is a two sided process about conveying a message (or
messages) and making meaning of what the other person Is trying to conve

" Co-funded by the
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Using words, language to express
oneself, talking,
but it can also be in written form

Mimics gestures, pose,
way of looking

Para-verbal
Tone of voice, volume

Communication
Dimensions

Extra-verbal

Light, other voices, sounds,
temperature and
other outside factors —

<ahref="https://www.freepik.com/vectors/coffee">Coffee vector created pgh.vector- www.freepik.com</a>
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In this part of the unit the
four communication
styles will beexplained
and their connection to
parenting styles analyzec




Whatare communicatiorstyle<

We call communication styléke broad ways (patterns and
habits) in which people tend to communicate with others.
Understanding different communication styles can radically
AYLINE DS (UKS ljdzZ-ft A0e 2F @& 2dz
your level of skill in navigating difficult conversations
depends on your ability to connect and building meaningfu
connections Is a cruclal aspect of success in any area of lif




Communication styles

Passive communicators

Co-funded by the
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Passive Aggressive communicators

- Have difficulty making eye contact - Are frequently sarcastic
- Are unable to say no r -22NR&a R2y QO FtftA3dy AGK | O
- Go with the flow type attitude ‘ -CF OAlf SELINBaairzya R2yQi
- Have a poor posture . - Have difficulty acknowledging emotions
|
Aggressiveeommunicators — _ _
_Talk over other people - - Assertive communicators
- Interrupt frequently, poor listeners - Are able to express desires and needs with confidence
- Are controlling or demanding - Encourage balanced conversations in which both
- Point fingers peoplq have a chancelto spegk o R o
- Stare and glare intensely -1asS aLé adlusSysSyiuda oO0SE®P L FSS

- Frown

- Criticize, intimidate, or threaten others M I_ ®

FOR PARENTS

- Are able to say no
- Maintain good eye contact



Examples of phrases

Q- ¢ Q- D Q- & O

aggressive passive

LiQa Yeée oleg 2NIR2SayQiacAySs
KS KAIKSI & Diatier that
LQY NRAKGE ik os

2 dZONB & NB Yy I

2dzadl 41

LQY SYuAufSRws

FE2y 3o

g Kl USQS]UDé

After saying
something
rude, sarcastic,

was only
c21 Ay 3doe
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assertive

aL Y NBaLJ
for my own

KILILA Y Saa Pdé
GL NBaLlSou i
needs and

opinions of

20 KSNBA d¢

N
<,
QX
>
(@]}

2NJ RFYFAAyIE2H Ut KFEBS (K

right to express
ourselves
respectfully and
K2y Sauoaf e o¢
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In this part of the unit the
four conversation
principles according to
Grice will be presented.
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Choosing an adequate moment will
increase the probability of the
message being well received

No ambiguity in the message
Clear messages help to understand
the meaning

relevance

Making the message relevant to
the receiver will increase its

Principles of acceptance
conversation validity

Only valid information should be
transmitted

<ahref="https://www.freepik.com/vectors/coffee">Coffee vector created pgh.vector- www.freepik.com</a>



Culture of dialogue
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Culture of
dialogue

Parenting
style

Permissive
Negligent
Authoritarian

Co-funded by the
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Communication Communication Conversation
form style principles

e Passiv_e Tlmell_ness
Aggressive Clarity
Passiveaggressive Relevance

Validity

Non-verbal
Paraverbal
Extraverbal.



Conclusion

7
[}

Ly GKA& dzyAld 6SQ@S8 GFt 1SR

Howdifferent elementsinfluencecommunicationandtrust building

@ ST ! a

Parentingstyles Com][(r)ltlr?]g:atlon /j[\ c ot Conversation
Howyou act | $ om;r;ulrélsca lon principles
Bywhich ) y ) Which rules
meansyou Howyou you apply
express expressyourself
yourself L/
® Cultureof
M e I_ ! ial IS Co-funded by the
dia ogue LR Erasmus+ Programme
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Reflection questions

Parentingstyles
yﬁ\ What is your parenting style? Which of the descriptions matches
the way you act most often?

Communicatiorstyles
How do you interact with your child? Which communication
style would describe these interactions best?

N

Communication forms

Are you aware of the i mportance of fnAexternal
ﬁ example where you have your conversations i in a quiet or in
a noisy place? What difference do you think it might make?

Communication principles

How do you make sure that your message reaches the addressee?
Have you developed any specific methods to better reach your
child?

MelLnr:
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Positive Media Influence

Media offer a variety of functions, including
educational, informational and cultural. If media are
to be a favourable influence on young people, they
have tomatch their age and stage of maturity.

Studiescarried out in the late 1960s proved
that young people watching educational TV
programmeswvere better prepared for the
learningprocess; their selesteem was higher;

andtheir grades were better.




Mediastimulation

TV programmes with educational contanaybe favourable to
OK A f RrisvBh/poéessby encouraging them to discover the
non-digital world aswell.

Radioand printed mediaappearedto be much more stimulating
than the TV.Digitalmedia arevaluablein terms of organising
support in formats inaccessible beforadvice, webinars etc.

While most definitely a tool of access to education,
communication and entertainment, such media may also beco
athreat to youngpeople.



I PoEuIaraEEIications

Applications most popular with children and young people
iInclude the following

Whatsapp
TikTok
Facebook
Messenger
YouTube
Instagram
Kik
Snapchat

I I D D D D D I




Whatsapp

(O

WhatsApp

The application is available tawo billion people in 180
countries.Highest popularity ratings have been recorded for
India, Germany, Russia and the United Kingdom. Since the ye
2020,Whatsapphas been expanded to include Brallle characte
entered via Voiceover mode.

L sia@application allowing users send messages or videos ant
make free phone callsprovided that their digital devices are
connected to the internet. The app has been designed for usel
aged 16 and older.



Whatsapp

It accesses the list of contacts saved on the phone to

@ identify friends using the applI'he option of
calling/sendingnessages on different phones and

systems has mad@/hatsappvery popular.

WhatsApp

hanks to the option of free international phone calls, |
has remained #irm favourite over the past few years.




Whatsapp

(O

WhatsApp

Contactis only possibl®etween persons who have
downloaded the applicationWhatsappallows groups
of up to 256 participants to be created

In terms of safetyynessages are visible to the sender
and receiver only.

At time of registration Whatsappuses a double
authentication systenrequiring the user to enter a
password sent to the smartphone.



TikTok

Formerly known as Musical.lyis anapp allowingshort video
d recording and sharing.

Whilevideos most frequently show people dancing, singing,
and/or performing lip synchronisation (playback) to popular
songs, other content, such as comedy sketchesI¥flifehack

videos are popular as well.

TikTokclipscan also be shared on social media, as public or
private (friends only) posts.



TikTok

What parents should know
d A Songs and video recordings can congipletives and
sexual contentc users include young people aadults
AlTZ2NNATFTAO O2YYSyida O2yOSNYA:
sexual innuendo appear in the video commesggtion

A Collectingd f A &n8 subscriptiongs a way to develop a
sense of acceptance ammportance




Facebook

It Is thelargest social media networkwith over 2.7 billion
active users in the second quarter of 20RGallows users to
keep up withnational and international newsincluding local
news, theatre/cinema/philharmonishowtimes shopping
promotions and discounts or restaurant menus, all once a
fanpageof the given company/entity has beénf A.] SR £

Faceboolalso allowssideos, clips and meme® be viewed

While Facebook isnainly used by adultsits popularity with
young people declining, some teenagers continue using it.
Facebook is available tsers aged 13 and older.



Facebook

The network wagreatedwith intent to allow contact for

persons with profiles set up in the app. All Facebook users car
publish photographs and videos, send messages, and/or post
O2YYSyua 42 FTNASYRAQ LINRBFAL S

Thenetwork lets users keep up with what is going on in their
FNASYR&EaQ fAQGSaAaT YR O2yal Of

Facebooladditionally displaypersonalised advertising content
matched to individual user groups.
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Messenger

It iIsan application fosending messages and sharing photos
and videos with a community of 1.3 billion users worldwide.

Messengerllows chatting on Facebook and Instagraithe
Messengewrideo chatfunction makes it possible to view
videos, clips and TV programmes, options including
augmented reality and selfie stickers. The atlpws online
payments.Though a mobile app previously closely tied to
Facebook, Messengerssparated from the social network
today (different credentials can be set up).




YouTube

You({ /)

It isa video platform. Every user can generate a
profile andshare his/her video®r watch footage
uploaded by others. YouTube allows playlist

generation.

A comments sectiorhas been set up for each video.
All videos can bé& f A .{TleRlatform is open to
users aged 18 and oldesy 13 and older upon
parental consent.



YouTube

What parents should know:

You T“he A According to a Pew Resear€enterstudy, YouTub&as
the most popular webbased platform in the United
Statesin 2018 and2019

A YouTube created a dedicated application for children
below 7 years of ag€YouTube Kids), all content adapted
for younger audiences. While the app inclugesental
control tools and blocking filterdor inappropriate
content, they do not warrant 100% certainty that a child
will not be exposed tanappropriate content cases of
YouTube Kids failing have been recorded



Kik

It isan Android/Iphoneapplication used t@end messages,

P
C

C

notographs and videosThere is no limit to the number of
naracters in messagssnt The basic version is free of

narge.Similar towhatsapp it has however been

expanded to include an inbuilt browsencouraging users
to stay longer with the app.

Inbuilt apps include stickers, meme generators, games and
dating sitestyle apps allowing users @nat with strangersg

a function understandably raising parental concern.

Kikis banned for childrebelow 13 years ofge



Kik

Kikincludes e&Chatbotinteraction-targeted bot shop. Bots allow
chatting and quiz participation; they are also a source of fashion,
gaming, beauty and lifestyle tips. If a given user has no fridads,
allow chat access to make new acguaintances

At the time of registration, a user has to enteis/her name, date of
birth and usernameKiklets users contact persons from tisentact

list ¢ other Kikaccount owners. The username displayed by the app i
visible to otherKikusers. Email addresses and telephone numbers are
not made public. To add a contact &k you have to know the given
LIS NBE 2 ¥V Q& UdeiissanpurciaSedstickers Gk To make a
LIJZNDKI aSsY 0KS dzaSNRa O0ONBRAGL
ITunes account.



Kik

A The app lets users contact other users who have share:
their Kikusername. Thé LILJX A OF GA 2y Qa N
dubiousin terms of usesafety

A The app specialises mdden marketing(so-callec
promoted chats) conversations between brands and
application users. In Poland, the app was used for
advertising purposes biymbarkand Mbank

¢ KS Ipdpllaqits is due to guaranteed user anonymity

andthe option of meeting new peoplelts friendly and

Intuitive interface has been emphasised repetitively




Snapchat

It iIsan application allowing users &hare photographs and
videosallegedlydeleted once sent yet Snapchat users can
take screen shotsthus compromising the rule of traceless
message sending.

Youngpeople use the tool to send funny and/or shaming
photographs on th@remise that they will not be shared or
made public.Snapchat users can send private messages,
creategroup chats, and send documents and/or funds.
Theapp is available tasers aged 13 or older.



Snapchat

What parents should know

A Seeminghamusing content designed to disappear
may encourage users to disseminatappropriate
material

A Content presentedoff V' I LIOK 0 Qa 5A & O+
(collection of articles, videos, quizzes) may raise
concern. A typical Discover headlinereamst | L { A
What Sex Does To Your BEain
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Learning Unit B.1.2: Cyber Security Basics




ontents

Cyber Security Basics

This unit will equip the learners with the basics of cybersecurity applicable for
computers, smartphones and tablets, and will raise awareness about the
importance of using the correct defense tools and techniques.

Accounts Security Antivirus and anti-malware

1. Importance of strong H 1. Importance of protection
passwords 2. Firewall
2. \Ways to set up a strong 3. Getting antivirus software
password

Operating system updates

1. Why we need to perform
updates
2. How to check for updates
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A. Accounts Security

&
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As we know, the internet is a huge part of our everyday
lives. We use it to communicate, trade, entertain, learn
and socialize.

To do most (if not all) of these things, we create accounts

}J1)}}},c.prototyp

ind(*[data-toggle="tab"] " that store our data and allow us to participate in these

ddClass("in")):b.removeClass( P ey
ia-expanded” ()}var g=d. aCtIVItIeS .

ngth&&h?g. on sTran@ionEnd”, f)
onstructor=gq onflict=fi

.data-api”, ' Y
each(functi ?

For a lot of these services, we even use the same account
(usually Google account), which means that our password
IS common across all these platforms.

){this.opt
("click.bs.affiy

“rollTop(), f=
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A |l ot of people use words such
Abl anko, or even the word Apassw
password! All of these can be guessed by other

IIpS fOr users very easily, so itodos best t
Last name or date of birth are also very common,
a- S ro n g and equally ineffective. These can also be

guessed quite easily, and not only by people who
know us personally i all of our personal

p aS SWO rd information is on social media, nowadays.

"9 le #x ek

Photo by on


https://unsplash.com/@mrbrodeur?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/password?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
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Since cyberattacks include computers that try
sequences of characters to hack into accounts,
the more characters in our password the better i

I I S fO r it makes the computer work harder to decipher . Y
our password. ? $ 1‘ @ {&& @ %
g Our passwords need to be unique to ensure that
even if someone does find out our password for
password Facebook, | etds say, they wo

the same password to access your bank account. Photo by

Dondt reuse your



https://unsplash.com/@mrbrodeur?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/password?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

T ~28 BITS OF ENTROPY | | \JAS IT TROMBONE? NG,
ORDER H808DEaE o TROUBADOR. AND ONE OF
(N&yégnmﬂﬂ UNKNOWN . THE Os WAS A ZERQ?
T \ "
= SOME SWIBOL...
TP@U b4d or &3 100 GUESSES /sec
T 2 (e mastones
CA%? mqmm HASH 14 ﬁ\ﬁm T3 NET WHAT THE
o SUBSTITUTIONS M{?Em | [ et SR 5
Hed DIFFIcOLTY T0 GUESS: IFFICULTY T REMEVGER:
(mommmmae 000 EASY HARD
l?wwﬁhzmucmums
~ Yt BITS OF ENTROPY
OooooOooooooo

ooooo E_'_J':lﬂﬂ Nooooo O F_Lj
Jjoooo '_:chﬁ'_'! ED?:I.—
\ | /
FOUR RANDOM
COMMON WORDS

OoOoogooooono

Oooooopooooo

poOngooooooo
2"'= 550 YEARS AT
1600 GUESSES/sg¢

DIFRCOLTY T GUESS:

HARD

DIFFICOLTY T REMEMBER:

YOUVE ALREADY
MEMORIZED T

THROUGH 20 YEARS Of EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS To GUESS,
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A This method is about throwing out all usual advice, such as
replacing letters with symbols or numbers, and instead

advises that you use a string of random words.

A The keyword here is RANDOM. To achieve randomness,

devised the Diceware Word list, where each word is

paired with a five-digit number. Each digit of this number is

from 1-5, so the idea is that we need to roll a six-sided die 5

ti mes to

a minimum of 6 words, with a minimum of 17 characters in
total, no spaces in between.

get

one

word

f or

your

A You can also go about the passphrase method the old school
way, and just grab a dictionary, flip it open at random places 6

times, and use those words for your password.

The comic on the left by XKCD portrays precisely how this

method is so effective.
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https://theworld.com/~reinhold/diceware.html
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One way to create complex passwords that contain lower and upper case letters, numbers
and symboils is to create a formula or a set of rules to create passwords. Thisway, wed o n 0t
have to remember each individual password, only the mechanism we developed. One such

example is shown below, which gives us the password 12an%yYb#:

4 N\ N
The number The first and A bol The letter in The letter in Another
f letters i last letter of Symuol, the alphabet bol, lik
of letters in ast letter o like a the alphabet e alp a.e symbol, like
the name of the web: percentage before the after the first a hashtag
thfa website, name last letter of letter of thg
times two the websit
websi tle name
e.g. Amazon name,
capitalized
0
12 an /0 Y b #
\_ J \_ y
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Other ways for secure passwords

A phrase with shortcut codes or acronyms

Use memorable phrases and use codes. If we
can associate the phrase with the website,
even better. Examples:

A 14A&A41dumas (one for all and all for 1 -
from The Three Musketeers, by Dumas)

A 2BorNot2B_ThatlsThe? (To be or not to be,
that is the question - from Shakespeare)

Play with your keyboard

Think of our keyboard as a drawing
board. Type keys in a certain pattern on
our keyboard to create a password. For
example, 1QsxdrgnkOO0 is a password
formed by a giant W on the keyboard.

MelLn
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Passwords with common elements, but
customized for each website

In this case there is a consistent style, so we
know part of the password and can easily
remember the rest from the website itself.

A ABT2 uz_AMZ! (About to use Amazon)
A ABT2 uz_BoA! (About to use Bank of
America)

Use a Random Password Generator

There are numerous online tools that
create unique long passwords that we can
use as we like. One such tool is the Avast
Random Password Generator, which is
free to use and allows us to choose what
types of characters we want included in
our password (capital and lowercase
letters, numbers or symbols.



https://www.avast.com/random-password-generator
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A A malicious software which
gains access to our system by
hiding in downloaded files or
portable storage devices, such
as flash drives.
A Once they get into the system,
they start to spread i this is
where their name comes from.
A Their purpose is to alter, corrupt
or destroy files and to cause
system malfunctions.

Co-funded by the
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Antivirus and

antimalware software

A Antivirus and antimalware are both very important to use on our devices.
A There are in total 5 different viruses and malware: Virus, Worm, Trojan

Horse, Spyware and Adware.

Worm

A Worms infiltrate networks to
gain access to the connected
devices.

A Slow down the network by
taking over large parts of the
bandwidth, causing users to

have delays and lose
transmitted data.

A Hides itself inside other types of
software, and disguises itself as
useful to the system.
A The system is tricked to provide
access to the Trojan Horse,
which then
into our system,
A Gives hackers a way in as
legitimate users.

opens a



e
Antivirus and
antimalware software
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A Spyware does not cause direct damage to A Adware bombards the user with constant
our system, but rather attaches itself and adverts, either chosen at random, or
stays hidden, recor di ng tdrdeted, aining to premota a dpecifici t vy .
A Then it sends this information online, to product, based on previous activities.
identify system weaknesses and user A Sometimes, these ads may even redirect
patterns, to increase chances of success for users to phishing websites i so they might
phishing attacks. not be as harmless as they initially appear.

A Other types of spyware may slow down the
internet connection or change settings such
as default search engine.



Co-funded by the

) AR Erasmus+ Programme
shodic of the European Union

-

-

=

FOR PARENTS @ Antivirus and antimalware

A The purpose of antivirus and antimalware
software is to shield our devices from
malicious attacks.

In the past, each type of malicious attack
required a different type of antimalware.

A Antimalware and antivirus software combines
an assortment of protection for various types
of threats, so that we do not need to get a
different program for each type.
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Options

A Nowadays, itodos quite
computer, as there are various kinds of free
antimalware that we can get online.

A Most importantly, Windows also offers its own
protection against viruses and malware.




Windows Security

é

fit  Home

J  Virus & threat protection

2 Account protection

) Firewall & network protection
B App & browser control
Device security

Device performance & health

2 ¢ @

Family options

52 Settings

O Virus & threat protection

Protection for your device against threats.

® Current threats

No current threats.

Last scan: 11/09/2020 15:19 (quick scan)
0 threats found.

Scan lasted 41 seconds

30105 files scanned.

Quick scan

Scan options

Allowed threats

Protection history

% Virus & threat protection settings

No action needed.

Manage settings

Security intelligence is up to date.

Last update: 16/09/2020 08:03

[S Virus & threat protection updatej

Windows Community videos

Learn more about Virus & threat
protection

Have a question?

Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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Windows Security

As Technology advances, cyberattacks become more
and more sophisticated, and the methods change. As
such,
keep It up to date, so our
threats and how to deal with them. Here we will look at
how to use and update our Windows Security.

In the Windows menu, find Windows Security and click
on Virus & threat protection. This will show the window,
as seen on the left. Clicking Quick Scan will search for
the more obvious threats. To do a deep search, click
Scan Options and choose between a Quick Scan, a
Full Scan, a Custom Scan or a Windows Defender
Offline scan.

In the lower part of the window, we can see the status
of the Virus and threat protection updates. It should be
set to check for updates automatically, so whenever
there is a new threat, the system will download the
information as soon as possible.

what ever anti mal war e
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Firewall

What is a firewall?

Imagine the firewall like a net that filters
Incoming and outgoing data from our device.
It only allows the traffic that is deemed
necessary and healthy to be transmitted to or
from the device.

To set up the firewall, go to Windows Security
once more, and click Firewall & network
protection.

In the window that appears, make sure that in all
the options the Firewall is on.



Mel s =
FOR PARENTS Other types of antivirus
and antimalware

As mentioned earlier, there are other types of
protection besides Windows Security.

A Free options, such as
A Paid options, such as

Both of these are downloadable from the
internet (Avast immediately free, Kasperksy
gives us an activation key after the purchase).

Another option is to purchase a disc with the
software and then install it on our device. This
method is slowly phasing out, however, as
the CD is a lot less convenient and costly
compared to an internet download.



https://www.avast.com/en-eu/index#pc
https://www.kaspersky.com/

Co-funded by the
Erasmus+ Programme
of the European Union




MelLr:

FOR PARENTS

M Co-funded by the
* Erasmus+ Programme
of the European Union

Operating system updates

A The operating system of a device is the
programme that manages all the software that
Is installed and also the hardware that is
connected to our computer.

A The operating system is partially in charge of
the devicebs security,
allowed users can access the device and use
resources.

A It is extremely important to maintain our
operating system up to date, to ensure that we
are protected from the latest threats.



S Settings

@ Home

| Find a setting

Update & Security

I C Windows Update

&1 Delivery Optimization

¥ Windows Security

AR

el

Backup

Troubleshoot

Recovery

Activation

B © b S

Find my device

H For developers

Windows Update

You're up to date
Last checked: Today, 16:15

Check for updates

Feature update to Windows 10, version 2004

The next version of Windows is available with new features and security improvements. When you're ready for the
update, select "Download and install."

Download and install

Pause updates for 7 days

Visit Advanced options to change the pause pericd

& &

Change active hours

Currently 08:00 to 17:00

View update history
See updates installed on your device

©

Advanced options
Additional update controls and settings

)
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In order to carry out system updates, click
the Windows button on the bottom left of
your screen, or hit the Windows button on
your keyboard. Go to Windows Settings
and click Update & Security.

N Update & Secunty
Windows Update, recovery,
backup

In the window that will appear, click Check
for Updates. If an update needs to be
Installed, a description saying what the
update is about will appear, along with a
button that says Download and Install.
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Internet Addiction

as a psychological and occasionally physiological conditior
resulting from interaction between human organism and
substances, typical signs includimghavioralchanges and
other reactions, including the desire to use the respective
substance continuously or periodically with intent to
achieve effects of intoxication
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Subtypes of addictive web use

cyber-relationship addiction
cyber sexual addiction
net compulsions
Information overload
computer addiction

abkowhkE
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Cyber-relationship addiction involves chat
site and online acquaintance compulsivity.
It is also referred to as emotional
dependency; a highly intimate relationship
evolves between two persons: the addict
and the enabler. Cyber-relationship
addiction is associated with an inability to
establish offline relationships.
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Cyber sexual activity i compulsive use of
pornographic websites, uncontrolled erotic
chatting, purchase of pornographic content.
This category includes sexual deviations:
paedophilia, extreme exhibitionism and
other virtual world-related aberrations.
Anonymity, opportunity for oblivion and
convenience are all conducive to this form
of addiction.
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Net compulsions T compulsive online gambling,
gaming and shopping. All these activities may
include a competition or risk factor, both
potentially exciting to the internet user. The
following web environment features are
conducive to such forms of behaviour
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Information overload i need for continuous
online data collection. Gathering possibly
extensive information/ data volumes serves
the purpose of making better decisions, and
thus gaining greater social prestige. In
reality, the phenomenon breeds information
overload disallowing its use.
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Computer addiction T any activities
associated with the inner compulsion of

computer use (even offline). The affliction
most frequently presents with playing

computer games i even solitaire.
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Compulisive web use aftereffects

APhysiological and physical consequence
APsychological consequences

AMoral consequences

ASocial consequences

Alntellectual consequences

AFinancial consequences




Physiological and physical consequences

spinal conditions

posture issues

eyesight problems

eating or sleep disorders

memory impairment, tinnitus and/or bone
weakening




Psychological consequences

Depression

Aggression

Blurring of real- and virtual world boundaries
Self-isolation from friends and family
Experiencing a sense of security only when
using a computer/ smartphone ©

Attention span impairment, N
Suicidal thoughts and/or attempts w




Moral consequences

depend on web content perused (pornography,
drug purchase sources, drug use descriptions,
Instructions for explosives production, religious
sect sites, etc.). Children are also particularly
exposed to online paedophilia.

(o

L.



Intellectual consequences

- Uncritical trust in mobile device capacity,
- Impaired learning interest,

- Information shock (information overload)
- Uncritical trust in online information.




FInancial consequences

Amay tie in with online purchase expenses, the
use of paid applications and/or computer games,
as well as online gambling. Financial
conseqguences include parent behaviour, if
loans are taken out for expensive mobile

devices for the child. Long-term ©
KN

aftereffects may include the cost of
treatment and/or psychotherapy w




Compulisive web use aftereffects

APhysiological and physical consequence
APsychological consequences

AMoral consequences

ASocial consequences

Alntellectual consequences

AFinancial consequences
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stands for the Fear of
Missing Out on
something interesting
when offline: the anxiety
that my friends are
having a great time
without me, and also the
worry that | might forget
about a party or
appointment; the
compulsive need for
incessant checking on
acquaintances in order to
know what O6s

stands for the Fear Of
Being Offline 7 fear of a
world without notifications,
without the possibility to
check communicator
messages, with no access
to oneds own
also an anxiety of no
internet access, which ties
in with activities intended
to prevent web
disconnection

going on.,
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Have you ever experianced JOBO?

stands for the Joy of Being Offline
I In opposition to FOBO, it
Involves a conscious process of
setting boundaries to online
activities. Online presence
restrictions are applied with intent
to produce a sense of physical
and mental well-being.




Most frequent addiction symptoms include:

Poor school performance,

Increased screen time, reduced interest in previous hobbies,
Neglecting friends and acquaintances,

Concentration issues, lack of response when addressed,
Lying to parents about screen time,

Aggression when asked to switch the device off/ when his/her
evice access is limited,

Sleep pattern impairment, problems with falling asleep,

o O o T I o Po Do



Response to Internet addiction

t
ah

U Conversation with child

ah

U

Consulting a specialist

N
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MeLi Parental Controls Training offers general knowledge and practical information
regarding the online threats, the need for
the solutions you can implement at home. The training is structured in 3 levels.

BASIC LEVEL INTRODUCTION
Online content, th a tnisoduction talparental control

activities, parental monitoring tools, filters, devices, functionalities
Managing and blocking online Advanced tools, network settings,
content, device settings, ready personalized discussion

solutions

®
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Children today use mobile devices or computers for
X school homework,
X |nstant messaging to contact friends,
X games
X video or photo taking
X publicly posting on networking platforms.

Children spend considerable time looking at screens, so we
need to ensure this Is as productive and safe as possible.
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Parents
need to
know

Parents need to understand where
children spend their time online, what
applications they use and what is their
digital activity

Huge amounts of information can be
found online, some beneficial, some
harmful. Parents need to know how to
evaluate and manage the content

Advertising, adult content, violence,
hate speech, gambling, substances,
sexual predators i there are many
threats that kids are exposed to online

Co-funded by the
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Protect and

Parents need to explain to their
children the online risks, propose
solutions to challenging issues and
learn how to negotiate with them

teach



Hard or Soft?

There are two "kinds" of (preventive) control: "soft" and "hard".

o U "Soft" parental controls; getting informed of media options and
e ! functions, learning how to balance the use of devices at home, or
learning how to negotiate with your child as to healthy Internet use.

F O R PA R E N TS These require skills necessary throughout your digital parenting.

U "Hard" controls: settings on devices and programs or specific
applications that you can install in order protect your child from
inappropriate content or behaviors online.
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We can access almost anything on the internet today.

Educative content is welcome but not innappropriate content
as:

violent scenes,
sexual assaults,
hate speech,
propaganda,
X negative stereotypes...
Moreover, It Is easy to contact people from all over the world
onl i1 ne, who may prove mal il gne

X X X X



Addult content
ASubstances

Adate speech

ACyber bullying
AGambling
AAdvertising inspiring
consumerism
ANegative stereotypes
ADisturbing news

AClickbaitor HTTP
redirection links

ACrime

Aliolence

ANeapons

AChallenges that might
Inspire unsafe behavior



x  Children spend many hours online; parents
are concerned. According to EU Kids Online
2020 report the average time that kids spend
online in Europe is 167 min.

X Too much screen time can lead to negative
Impacts on development including memory,
attention, and language skills.

X |t can affect quality sleep & physical activity,
leading to obesity, poor academic
performance, even mental health issues

x Digital parenting today means that every
home has a screen time family plan.

Source: EU Kids Online 2020




Baby smart

Toddlers 18 to 24
months old
V some screen
time in the
company of a
parent.

V communication
sessions to
contact family
members who are
away.

Preschoolers

V No more than
one hour a day
V Select high-

quality programs
and/or activities

you can do
together.

V Start teaching

your child about
healthy habits

First graders

V Screentimeis a
chance to interact
with your child.
V Playing a game
together
V watching high-
quality
educational
programs
C NOTE: Too
much TV is bad
screen time.

Independent

V One-size-fits-all
approach doesn't
work.

VYou decide how
much and what
media you allow
V Children 8-12 y
spend 4-6 h a day
using screens.

C Parents may
not always know
what kids see
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( )
Tech savvy

Parents must know
Vthe media
children use,

Vthe threats and
Vthe basics of
digital security.

They must
V explain online
risks to children,
V propose
solutions
V negotiate to
reach their consent

. J
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What
children
access
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Childrenbés searchFaleti vit
indicator of their interests. Videos and
Social Media are topping the list of
childrendés queri

these were the findings of a large
anonymous study by Kaspersky Labs
in 2018.

What parents

Know the media. Build a trusted €& O
relation. Talk to your children and
educate them. Be a role model.

Online Translators Internet communication media ' Computer games . A

@ Education @ Music @ sport @ Purchases @ Anime @ Other

Parental control

Learn about parental control solutions

and decide which are the best options
for your family. Learn how to A

implement them and keep updated.
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The best indicator of
search activity as shown in the history of the
popular search engines (Bing, Google, Yahoo!).
You can check the history of your child's searches
In various ways (see next slide).

Some commercial parental control tools scan the
content of web pages and send a notification to the
parent if the child lands on a site with bad content.

t

h e
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Open the search application they use.
Press the three dots in the top right hand;
you will see a button called history. Click
on it to see all that has been searched.

If children have a Google account, go
to the accountodos setting,
can view their search history.

With some internet providers, you can
( : h e C k request to view the search history of your

house electronic address or sign in to

your account on their website to see it
SearCh Incognito

Even if a child is in incognito mode,
commercial parental controls

can check private browsing

history on Android phones and tablets.
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Control the content your child can access

There are a few search engines especially designed for kids, which by
default filter out inappropriate content. Indicatively

VKiddle (Ages: 4+) (riiio=/ /vy ldclclls
VKido'z (Ages: 4+) (niios//doz nzt),
VKidzSearch (Ages: 10+) (riiio=://yy cdzszzrcr corml),
VGoogle Scholar (Ages: 13+) (fiios//scholargoodls corrl)

Tweens or teens will probably not want to use them, but it is worth
trying these engines for your little ones.

U Notice that most of these engines work in a rather satisfactory
manner with English key words, but not so well in other languages.


https://www.kiddle.co/
https://kidoz.net/
https://www.kidzsearch.com/
https://scholar.google.com/

A Be informed about online threats and internet safety.
A Teach your kids to never identify themselves online.
A Use safe search engines and family safety software.

A If your child comes across inappropriate content, tell them to shut
down the computer without clicking on anything.

A Be approachable and informative; not judgmental.
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Netiquette is "Internet etiquette", a code of polite behavior on the internet fo
Aemails,
Asocial media,
Achat rooms,
Awebsite comments,
Amultiplayer gaming,
Aother types of online communication.
Expert Internet users disapprove poor manners or inappropriate comments.
So act wisely. The general idea Is to
Vrespect others online as in real life and
Vtake your time to think before acting.



Respect privacy
Do not share
personal
information,
photos, or videos
that another
person may not
want published
online.
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Think before you click!
This is the golden rule for every online behavior

Language! /j(\ No spam please! Be moderate
U

Don't swear or Do not spam Avoid posting
use offensive > others by inflammatory or
language, be it sending large offensive

privately or amounts of comments online.
publicly. u content that they

do not ask for
Build good
R Co-funded by the
LR Erasmus+ Programme
S of the European Union

online manners



No trolls please!
Don't
annoy people by
repeatedly
nagging or
annoying them.

MelLn
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Think before you share!

Your digital footprint remains online forever

Avoid flames
Avoid replying to
negative
comments with
more negative
comments.
Instead, be polite
and write a
positive post.

[
2%

Build good
online manners

>

Cooperate Focus
Greet others Stick to the topic

when you reach in online
out to them, discussions.
thank them when
they help you

and If someone

asks a question
and you know

the answer, offer

to help R Co-funded by the
LR Erasmus+ Programme
S of the European Union



Applications that most children use frequently

As kids grow they use their devices to contact friends. Here are some of
the mostly used social networking applications, which are covered in
your Parents' Notes

L
M e L ! ATik Tok(former Musical.ly) with video content and creative options
ASpotifyis a music application, where kids can make llists of their
F O R PA R E N T S favourite musicians and listen to the music they prefer.
AVinecraft, a very popular block constructing game.
ASocial networking applications include:
AvouTube

Anstagram

ASnapchat

Aviber
AnVhatsAppand
AFacebook Messenger

Co-funded by the
Erasmus+ Programme
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“Any questions?

You can use the chat area
or let me give you the

microphone
-y |

P ~_ M
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Next session:
Parental Controls
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Applications to support digital parenting

Parental controlsrestrict access to inappropriate content
V either included in digital services or games
Vor embedded in mobile devices and software

V or available commercially

x Parental controlshelp monitor your kids' devicess well as
emails, social media profiles, texts, and other mobile functions.
Content filtersare a popular type gbarental controldo limit

access tdnternet content

X There are alsactivity controlsthat help you when you're

concerned about problematic conversations or activities

X



We can use parental control tools on most programs and
applications we use on a daily basis:

A Operating systems, i.e. Windows, 10S

AWeb browsers

A Software

A Applications on PC or mobile devices

A Wi-Fi networks

AInternet Service Providers




FUNCTIONS OF PARENTAL CONROLS

Easy to use applications with comprehensive instructions for installation and usage

Content control Usage control /j[\ Software control Monitoring

Most parental Theyconstrain (o Many controls The tools can
control tools the usage of > are computer track location
allow you to these devices usage and activity

block websites such as placing u management when using the

0Kl G @&2dz R2 yii@élimitson tools, which devices
want your child usage or enforces the use
to view forbidding Shield your of certain
M e I_ ° certain types of home software B
! usage o

Erasmus+ Programme
of the European Union
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X A good parental control tool performs content filtering, by
blocking access to websites with violent, pornographic, etc

content.
x Filtering only really works if it's browserdependent and

on secure (HTTPS) sites.
x  With no HTTPS filtering, a smart teen could bypass the
system or open a hew account or use the device of some

friend.




| Uncontrolled access of unswtable content
Meli: et
\) - 0

FOR PARENTS
Strangers Violent games

30%




x Control personal information collected by cookies,
webcams and microphones, as well as websites, apps, a
Internet based games and software.

x Settings should correspond to your children's age, the
platform they use and the type of information they share
(for example, privacy settings on social media accounts)
X Children need to understand that their digital footprint
can last for ever.



AOpen your Chrome browser

Aln the top right corner tap the three dots to open Settings

Al ONRff R246Yy YR Of AOl 2y da!R
N fTAOl 2y UKS aSOuAzy a/ f Sk NJ
AlYRSNI GKS a!ff O221ASa | yR a
cookies to delete based on various options.

AtAO]T a/ tSIFENI RIOLI dé

AYou can also clear your cache, where your computer stores
previously viewed websites so they can load faster on future visi
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Monitor Your Child's Devices

Modern kids use all kinds of internebnnected devices, and
parental control systems must keep up. Parents need to know
what to do on

AOperating systems, i.e. Windows, 10S

ANeb browsers

Moftware

Aome networks

Before selecting a parental control utility, make sure that it
supports all the device types in your household, as compatibility
with macOSandiOSvaries.



Parental control utilities provide various functionalities. Before
you decide on the best solution for your family, check:
Vreviews in order to decide which is the best for your family.
Vany limits on the number of child profiles or devices.
V prices In relation to device limits (most commercial parental
control software operates as a subscription service).
Vfree tools for basic protection on devices.
If your kids are strictly smagpghone users:
V check builtin mobile parental control apps.



e
Bl 3
'S
£

Network solutions

If it seems too difficult to install parental controls on each

o device, consider a wholeetwork solution, such as Open
e ! DNS. These systems perform content filtering at the router
level, so any settings affect every device on the network.
FOR PARENTS PROS

V They are easy to install
V They offer a broad and quick solution
CONS
V They do not provide a fine level of control
V They do not offer detailed monitoring as with a local
tool on each device

Co-funded by the
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Open an account Safe Search Play Store Family Link

Safe downloads

Control content

Safe browsing




126 02 YIFylF3S @2dz2NJ OKAf RQ:

Slect your childon the Family Linkapp. OnSettings select

® Manage settingsand thenFilters on Google Chrome
Choose the setting you want among the following:
M e L ! Allow all sites:Your child will be able to visit all sites, except
the ones you block.

FO R PA R E N TS Try to block mature sitesSexually explicit and violent sites

will be hidden.

Only allow certain sitesYour child will only be able to visit
the sites you allow.

Manage siteso manually allow or block certain sites

You can also manage this setting by clicking on your child's
name atfamilies.google.com

Co-funded by the
Erasmus+ Programme
of the European Union



X Every time you share data with any party, you expect that

they can protect it and respect your privacy rights.
x Unfortunately, there are many examples of data breaches

and misuse and incidents of exposed data.
X Qrganizations that collect this information may sell it to

third parties.
X Cybercriminals can sell children's datathe dark web,

where buyers use it for tax fraud or identity theft.



X | KAt RNBY 2ytAYS GF1S | dzyA
Important to educate them on how to make good decisions
about their personal data.

X Glve them support.
X Learning the correct behavior and knowing how to protect

their privacy when they interact online is a skill that the child
will carry throughout life



Good password practices are an essential security measure to
keep personal data safe. Make kids understand that
U Passwords should not be shared with anyone, especially at
school or online.
U We avoid using our name or birth dates, or the name of a
family member or a pet.
U We change your passwords regularly and have different
passwords for different accounts.
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How do children communicate

Children connect to their friends on social media. They
need to know that their digital footprint there can last
forever and understand that all content they consume,
share, upload and download leaves a digital trace.

Children communicate through the following channels:
Alext messages
A\udio messages
Ahoto sharing
Aragging
AChatting
AStories



TEACH SAFE COMMUNICATION
Melnr: - [

FOR PARENTS

Social Media Commenting Messages Strangers

Interaction
Secrets

Privacy




Older kids se

e all kinds of content on TV, games, or on their friends'

devices. So parents are concerned about their interaction with others

AYou cannot meet their online friends or other contacts

ASome su
AYou neeo

pervision Is acceptable by some kids, but not most
to respect your child's right to privacy

AYou need

to encourage open discussion, rather than using parer

control software as spyware.

All these are cases fgoft parental controls.
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Monitoring contacts and messages

X Many services let you monitor contacts and messages and
watch for potentially dangerous situations.

X Some parental control software block new contacts or show
message content (usually SMS texts; unfortunately, most
messaging apps suchAéhatsAppor Snapchatare not covered)

x Social media tracking can also give you a hint of your child's
social life online.

x In order to have such kind of control you need to know your
child's login credentials or convince them to log in and consent
to install the tracker.



Monitoring online activity

Some commercial parental control services offer a function that
lets you view your child's activity. This is useful when:

L
M L V, 2dz ¢ryid G2 06S FoftS (2 NBaLJ
e ! time-extension requests.
V You want manage everything online, and control activity
FO R PA R E N TS reports and restrictions.

V You want any changes you make to be duplicated on your
child's device when they connect to the internet.

When your child tries to visit a blocked site, the control sends

you notification via the app, web, email, text, or a combination
of those options.

Co-funded by the
Erasmus+ Programme
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Take a quick yes/no quiz

Do you know how many hours a week your

child spends chatting online with others?

Q) Do you use Internet filtering on the
devices your child has access to?

Have you determined
O rulesod with your chi
@

Is the computer your child uses in a
common space in your home?
L J

Melnr:
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Yes/No quiz

Unless you answered
YES to all questions,
you still have some

things to learn!

FINAL

Master your
digital
SRR DS parenting
Have a
trusted
S relation
Keep up
with
. technology
Know your .
Mel i

chil débs medi a
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BEYOND THE BASICS

When you get beyond the basics, parental control systems offer
advanced features.

After you master the basics
Among these advanced options are YouTube monitoring, geofencing, and
remote device locking. A geofence, for example is a location tool that can
help you track your older child when s/he is out of the house with friends.
The advanced versions analyze page content, filter unsuitable content,
and allow you to add custom keywords and categories you want to block

Digital parenting poses many challenges. Controlling your
CC)NTROLchi | d6s online activity i1 s a

out that a trusting relation is the best control you can get.

e v

Know the media Build trust
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Media Literacy for Parents

Learning Unit B.1.5: Cyberbullying and Hate Speech Online




This unit is focused on the importance to know what cyberbullying and online hate speech are, and to recognize ther
in the frame of the multiform online activities.

2 KSYy dzaAy3d a20Alf YSRAF YR &d2NFAYy3I GKS 6So63 A0Qa 0
of such a crime, and parents must be very attentive to the effects that the exposure to such a practice can unfold on
minds still in training and easily influenced.

Bullying and cyberbullying
Definitions, differences and Where does it come from? The role
conseqguences. of technology and how to recognize it.

{GFGAaGAOCA | 62dzi L 015 Fhtdes th discoVds ohfné rsks and
of these crimes. The importance of to fight against cyber crimes.

raising media literacy to protect

children.
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What IS
bullying?

Bullying is an intentional behaviour that hurts,
harms or humiliates a child, both physically and
emotionally, and it can happen at school, among
friends or online.

Bullies often have more social or physical
"power", while those targeted find it difficult to
stop and prevent the behaviour they suffer from.

Characteristic of bullying is that it is not
occasional. On the contrary, it is a repetitive
behaviour.

Students often describe bullying like this: "it
happens when someone takes away the desire
to believe in you as a person."




WHAT ARE THE CHARACTERISTICS OF BULLYING?

o0 Bullying is characterized by violent and intimidating actions
exerted by a bully, or a group of bullies, on a victim.

o Verbal harassment, physical assault, persecutmmied out

for example In a school setting.

The victim often does not have the courage to react.

The victim often does not have the courage to confess to

anyone that he/she Is a victim.

o The bullies enjoy a kind of "tacit consent": no one opposes
them, no one denounces themftenthey are also admired, a
little secretly, for their bravado.

o O



o Today, technology allows bullies to infiltrate victims'
homes, to materialize in every moment of their lives,
haunting them with offensive messages, images,
videos sent via smartphones or posted on websites
and social media via the Internet.

Bullying then becomes cyberbullying.

o In many European countries both bullying and
cyberbullying are prosecuted by specific laegen

o though as aggravating offenses such as threats,
( I ! defamation, identity theft, etc., and not as offenses

FOR PARENTS themselves.



THE CHARACTERISTICS OF CYBERBULLYING

Cyberbullying defines a set of aggressive and intentiona
actions, by a single person or a group, carriedusimng
electronic tools(sms mms, photos, videos, emails, chat
rooms, instant messaging, websites, phone calls), whos
alm Is causinghysical or psychologic damage to a peer
unable to protect himself/herself



Bullying is limited: in the
classroom, in the school, in the
circle of friends ...

X |y Rulligskae known by
the victims

Usually, bullying takes place
during school hours or on the
way homeschool, schoel
home.

School or social dynamics limit
aggressive actions.

The bully needslirect contact
with the victim.

Generally, only those with a
strong charactercapable of
imposing their power can
become bullies.

CYBERBULLYING

o[ Children and adults from all ov

the world can be involved.
Aggressive communications ca
occur all around the clock.
Cyberbullies have ample freed
to do online what they couldn't do
in real life.

The cyberbully iswisible or
considers himself/herself as su
because he/sh&ides his/her
actions behind the technology
and the nicknamehe/she uses o
the social networks.

Anyone, male or femaleven
those who are victims in real lif
can become a cyberbully.

BULLYING AND CYBERBULLYING. DIFFERENCES?

Mels
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THE CONSEQUENCES OF CYBERBULLYING

The victim often struggles to concentrate, at home, in class or at work.
Persecution becomes a constant thoughithe victim begins to be afraid
every time he/she goes online. Each tim¢ Yy
he/she hopes the persecution is over
and each time he/she discovers that the
cyberbully is present. The victim ends
up fearful of being able to physically
make contact with the cyberbully.

Not finding solutions to the persecution cwer the victim's selfesteem
Finally, the victim mafeel isolated fighting an impossible battle alone.
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Why do
VICtimS
not report
cyber
bullies?

Bullying, and even more cyberbully#wghich is
ubiquitous, "never breaks offleverage the victim's
weaknesses and vulnerabilities.

Nobody wants to reveal to the world that they are
weak and vulnerable, especially schagé children
and teens.

For this reason, even when cyberbullying acts become
particularly heavy and persecutory, victims struggle to
reveal what is happening.

For them it is a question of finding the courage to be
"naked" and unable to find a solution on their own. It

is not easy at all!
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Bullies and victims share the same environment.
They are often "friends" and their contact takes
place at school.

When it comes to cyberbullying, the victim and
the bully often don't know each other.

Contact, in most cases, takes place on social
networks

It can be a casual event, or a moment of contact
related to some funny meme, but more often
young people are attracted to those who exhibit
a particularly strong "virtual" personality.

It can be arguments that attract, but also words.

The more engaging and determined they are, the
more they talk to our children's bellies, the more
powerful they are strong.
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Bullying in online environments usually happens
out of the sight of adults.

Often a pupil has not the courage to confess
what is happening to him/her. But words are not

al ways necessary,
variations in our child's behaviour:

0 He/she avoids social situations or groups of
friends he/she once frequented, preferring to
spend more time alone.

o He/she has unusual emotional responses:
he/she gets angry or nervous in an unusual
way.

0 He/she suddenly spends less time on the
social media platforms he/she once
frequented.

o New numbers or unknown messages
suddenly appear on his/her phone.

j ust

cat
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Anyone can be a cyberbully. You need to watch
out for some signs, which psychologists have
summarized like this

5 signs to recognize a cyberbully:

Aggressiveness (as a way of relating to others);

Impulsiveness (associated with the inability to
self-control and found in experiences of
prevarication over others);

Poor tolerance of frustrations and rules;

Lack of empathy (which prevents people from
understanding the feelings and emotions of
those who suffer their behaviours);

Lack of guilt about one's actions.




»
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M e L i : The phenomenon of cyberbullying hasormous

numbersbut it isdifficult to monitor.

FOR PARENTS

The most recent researches say this:

16 percent of
students report
being
cyberbullied

One in five
girls
worldwide
report being
cyberbullied

Worldwide,
onein 10
children

report being

cyberbullied

Co-funded by the
Erasmus+ Programme
of the European Union

95 percent of
teenagers in the
world report
being constantly
online every day




~ Any question?

Youcanusethe chatareaor ask
the trainer to open your
microphone
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CYBERBULLYING AND HATE SPEECH

o Why is it believed that hate speech and cyberbullying are two sides
of the same coin?

0 Because they are both the expression of a violent, dangerous and
unfair use of new media, and because the consequences affect in
both cases the most vulnerable users, overall children and young
people of school age.

o There is a further relationship between the two phenomena: the one
that Is created between the strong and the weak, between those who
govern communication and those who suffer from it.

o Therefore It is thought that hate speech and cyberbullying exploit the
same access doors and lead to the same consequences: they
reduce the self-esteem of the victims and influence their critical
abilities.



WHAT IS HATE SPEECH?

Hate speech dates back to the dawn of time.

It was born as a practice used for political or religious purposes
and witnessed by history. It made millions of victims: for example In
the Jewish community during the Fascist and Nazi period that
spanned the Second World War.

But In every age and in every place the incitement to hatred has
created the conditions to divide a society and create first and
second class people.

The means by which hate preachers found their audience have
always been limited, at least until the advent of television and new

technologies.



DEFINITION OF HATE SPEECH

The Cambridge Dictionary writes: i -
"Hate speech is a public speech that expresses /
hatred or encourages violence against a person /)

or group based on arguments relating to race, 6’6

el \Yy
religion, sex or sexual 0
860/7

It goes without saying that the arguments are
always false, but they exploit manipulative

Lo
mechanisms that are sometimes very ,/7/'66’ S’ / /

sophisticated and very effective. L. ) i
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Hate speech and
technology

“ New technologies have opened new frontiers in
telecommunications. For fifty years now it has been
possible to reach anyone anywhere in the world.

¢ The audience had already multiplied with television. With
the internet and social networks you can now make your
words known virtually at no cost and without borders.

¢ The spread and economy of the social media system has
practically put a very effective communication tool in
everyone's hands.

¢ Those who intend to incite hatred towards a person or a
group of people today are spoiled for choice ...



Hate speech
online

o Whether it is the result of frustration or emotional
Imbalances of an individual, rather than a well
researched political, social or religious project, the
dissemination of hate ideas is fast and deep when it
happens online and especially on social media.

- o For example, suspects in several recent halated
M e L terror attacks had a long social media history of hate
! related posts, suggesting that social media contributes
to their radicalization.
FOR PARENTS 0 In some cases, social media can play an even more

direct role; video footage of the suspect in the 2019
terrorist attack in Christchurch, New Zealand, was
broadcast live on Facebook.



HATE SPEECH ONLINE AND OFFLINE
Mels
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The unpredictable return

Even if you remove a content from the web, it
does not necessarily disappear permanently.
Unfortunately it can reappear and "live again”
in another place, in another time or, perhaps,
on the same platform but with a different
shape or heading.

Permancence
Online hate manifestations remain active
over time in different formats, and on

different platforms.

The 4 characteristics
that distinguish online
hate speech from offline

The absence of borders and the
pseudonyms and false names possibility of widespread dissemination

The network is a place where (at least in of messages
theory) it is possible to act anonymously, and This is how the phenomenon is fed in an almost
many users feel more entitled to express irresistible way, making it a danger for those who
hatred, without the danger of being identified do not have the critical tools to counter it

Anonymity or the use of



HATE SPEECH AND CYBERBULLYING

Why is it believed that hate speech and cyberbullying are two sides of the same coin?

¢ Because both are the ¢ There is a further ¢ Therefore it is thought that
expression of a violent, relationship between the hate speech and
dangerous and unfair use of two phenomena: the one cyberbullying exploit the
new media, and because that is created between the same access doors and
the consequences affect in strong and the wealk, lead to the same
both cases the most between those who govern consequences: they reduce
vulnerable users, overall communication and those the self-esteem of the
children and young people who suffer from it. victims and influence their
of school age. critical abilities.

| HATE
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ARE OFFENSES INCITEMENT TO HATE?

It is much more difficult to For example, a statement
determine whether they may be contrary to the
can be considered hate majority opinion,

speech Indeed, freedom of considered offensive and
expression also applies to hateful, but not exactly

those who offend, upset or
say unpopular things.

incite hatred or violence.

FoR(ED MARRIAGE
(RIMINAL PAMAGE THREA

A fine line divides what can
and cannot be considered
hate speech.

Offensive statements can

M e L i be easy to recognize.

FOR PARENTS




How torecognize
hate speech?

To distinguish hate speech from legitimate T even
though questionable or unpopular - public opinion,
the following principles need to be considered:

o the specific content

0 the context in which the ideas were expressed

P o the goal of the author of these expressions
M e L ! o the way these expressions were perceived

For example, the same ideas expressed in a comic
FOR PARENTS xamp Same Ideas Bxpressed | |

video on YouTube or in a political post on Instagram
have a radically different impact in the eyes of a boy
who is forming his own critical conscience.
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Is hate speech illegal?

In many countries, hate speech is illegal, although of
course it is always very difficult to simultaneously save
the legal principles of free speech and the right to
protection from hate.

The EU has indicated the way through a framework
decision that criminalizes public incitement to violence or
hatred against a group of people, or a member of it,
defined in reference to race, colour, religion , national or
ethnic ancestry or origin. Hate speech, as defined in the
Framework Decision, is also a criminal offense when it
occurs online.
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What is being done against
online hate speech?

A lot has been done in Europe, for some time now:

0

In May 2016, the European Commission and four IT giants
(Facebook, Microsoft, Twitter and YouTube) presented a Codé
of Conduct to combat illegal hate speech online.

In September 2017, the Commission adopted a communicatic
containing a set of guidelines, aimed at platforms, to tackle
illegal online content, where, in particular, the importance of
tackling illegal hate speech online.

On 1st March 2018, a Commission Recommendation was
published comprising two distinct parts: a general one, on
measures applicable to all types of illegal content, and a spec
one, on special actions that platforms should take to combat
the presence of terrorist content.
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What can we do?

If we realize how widespread the phenomenon of
online hate is, we have already made great strides to
protect our children.

We must not forget that already for adults the ability
to distinguish normal offenses from dangerous
statements of hate can be put to the test online, given
the number and frequency of occasions.

Schoolage children and young people are forming
their critical capacity. So they are particularly exposed
to risk.

Talking a lot with our children and keeping their social
networks under control from this point of view is
much more than an advisable practice: it is essential,
If we want to intervene in time!



~ Any question?

Youcanusethe chatareaor ask
the trainer to open your
microphone
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Conclusions

Cyberbullying is a more troubling version of bullying,
because it is amplified by the power of technological
tools.

The phenomenon has acquired enormous numbers in
recent years, due to the exponential growth in the use
of smart devices and social media even among the
youngest.

In the portfolio of risks that our children run by surfing
online, cyberbullying is accompanied by hate speech,
that is, incitement to online hate.

Hate speech is very dangerous: those who spread
hatred online can manipulate the mind of a young
schootage whose critical sense is still in training.
There are laws that regulate both phenomena but
nothing is more effective than dialogue and parental
control.
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Learning Unit.1.1: Family Media Management
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Introducingscreentime rules

Screen time rules introduced for a family should
be drafted as a team, and designednb@atch the
FILYAfeQa YySSRa

Rules may changeepending on the season
O0K2f ARl &@asx T2NJ SEIl YL ¢

Any modifications should be introduced In the
presence ohll family members$




I Good screen time rules

1. Screenfree zones have to be specified

Most frequent screedree zones include the following:

A TheOKA f RQ&a cdom®id slde¢ disttirbance
and temptation to check text and other messages.

A Dining roomroom where meals are eaten.




I Good screen time rules

2. Screenfree times of day have to be specified

Most frequent examples include the following:

@
' ‘ A Mealtimes¢ they are a time for conversation and

Interaction with the family

A One hour before bedtime; using screens before
bedtime may cause sleep disorders

A Car trips long journeys an exception

A Family gatherings




I Good screen time rules

3. Media choice and diversification

Offer the childa variety of screen activitiefo prevent
him/her from constantly engaging in a single activity.
Screen time rules may include watching multimedia
with the parent to allowinteraction and conversation
both of which support the learning process.




I Good screen time rules

4. Usingdigital devicewith the parent

Childmayplay a game and/or wsan applicatiorwith
the parentto allow monitoring of hovwhe/shespends
time and shared media experience.




I Good screen time rules

5. Introducingsafetyrules

A Never sharingersonal dataonline

A Never sharingrivate photographsonline

A Parent joining the process of definipgvacy
settingsfor all websites visited




I Good screen time rules

6. Benefits

Benefits of reduced screen time (in favour of time
spent e.g. playing with blocks, playdates etc.) should

accentuated.

The list may be expanded to include new rules
Important to all family members.




Screertime calculator

A daily/weekly screen time calculator/table for individual media may beconr
an additional tool, helpful to organising online/offline time.

Day of the week| TV screen time | Computer Gaming time Mobile phone or| Hours per day
screen time [hours] tablet screen
[hours] time [hours]

Monday
Tuesday

Wednesday

Thursday
Friday
Saturday

Sunday



Guidelinedor parents

A Avoid using digital media as background noisgeg. switch the TV off when playing with
the child

A Encourage thehild to be careful in selecting screen devicé®int to the purpose of
using individual media and media content

A Do not use screens to distract the child from difficult emotions negative experience.
Children should be allowed space to experience different emotions;ns
accompanying them every step of the way

A A complete ban on digital media time for older childre
may produce an opposite resutb the one desired,;

never forget the online/offline balance factdr




Guide lines foparents

A Schoolchildren will have to go onlinte complete homeworkfind information for a
school contesetc. Explainthe difference betweenising screen devices for pleasure
and learning

A Take a closer look at the time your child spends with/without screen dewvi¢esn
screentime prevailsjntroduce step-by-step changesvith support from family
members

A Introduceadigital devicefree day challengencverforgetting that the parent should
be the role model for his/her child

A Never use screen device access as part of a

reward/ punishment systenx (his will increase

the importance of screen deviceés
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Using digital media is not an excuse for
. When online, digital devices shall not
be used to cheat, lie or use hurtful words.

The child should know that
and not enhancing or beautifying your circumstances is
worth his/her while.

Point out to your child that his/her posts will
off the web.

Encourage about his/her online
experience, to foster comfort with and ease of sharing
potentially concerning situations.
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Put when anyone approaches and
during mealtime.

Choose over making
phone calls and/or texting. Choose conversations over
texting.

When e-mailing or texting, use proper greetings,
complete words and

Always for permission to
share his/her image.

Any disputes should always be resolved in



Digital Eyestrain

Time we spend looking at screens has been
growing year to year. Staring at screens may cau
A out of focus orblurred vision

A burning

A dryness

A itchiness

A irritation of the eyes

The condition is known a#igital eyestrainor
computer vision syndrome (CVS). Other digital
eyestrain symptoms may includeeadaches and
neck or shoulder pain



Digitaleyestrainreasons

Extended periods of digital
device (TV, computer, Z

smartphone) use

Most frequent
digital eyestrain
reasons
Extended periods of
activities requiring @

focus and concentration

Exposure to bright
lighting/glare

Straining the eyes to
see properly in dim
lighting




> I I

>\

v > > D

Technigues preventing digital eyestrain

taking breaksc leaving the device for a few secon@spossible, going outdooys

blink more frequently tharseemingly required

20-20-20 rule every 20 minutes take a Z®&cond break to look at an object 20 feet
(approximately 6 metres) away

proper posture when using digital devices, to guarardegect eye distancérom the
screen (correct distance: 60 cm, minimum distance5@@m), slightly below horizontal
eye level
change the screen background colour{tm)ol grey.}

refraining from the us®f screens in darkened rooms

placing a light beam sourcieehind the child rather than behind the mobile device scre

increasing thdont size.




Proper posture

VtitKeaArAOolrf Y20SYSyd |yR LI IFOAY3 GK
horizontal eye levebt a distanceof 42 1 OY FTNRY (UKS (

V Screen supports, tablet stands or even several books under the laptop n
be used to adjust screen elevation.

V A chair with a backrest allowiriget to rest on the floor (knees bent at a
90 degrees angleand organising writing space that will not force a
slouched position

V Wrists should remain horizontal, fingers at levaieither above or below
the wrist.

V A textbook or book as thick as the laptop can be placed beneath the
forearmto allow the child to assume the position naturally.



Open list odlternativeso screentime

If screen time limits are to be set, it is always a good idea to come up with
FfOSNYIFGAGS LINRLRalfa G2 2NAIFYyAaS

A Reading books A Reading poems aloud

A Visiting a local library or bookshop A Composing poems and rhymes
A Playing word games A Composing songs

A Playing board games A Karaoke

A Storytelling A Organising neighbourly suppers

A Making drawings and telling stories A Taking walks
about them A Do It Yourselfprojects



o To Po  To Po o T Po Do Ix

Open list odlternativeso screentime

Building forts A Organising and staging plays
Making and flying kites A Theatre outings

_istening to music, dancing A Collecting garbage to clean up the
Playing musical instruments neighbourhood

Dogwalking (the family dog, the A Visiting grandma/ grandpa

YV SAIKO2dzNEQ R2 3IA Playing ball outside

Drawing comic strips A Building an outdoor obstacle course
Attending art (drawing/painting) A Getting to know your neighbourhoo
classes (e.g. by participating in gquests)
Bowling outings A Museum or art gallery outings
Practicing favourite sports A Cycling/ rollerblading

Organising sports competitions
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x Family Media Plans
https://www.turninglifeon.org/familymediaplans
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head, or wrist)
https://www.washingtonpost.com/lifestyle/2020/09/
10/remote-learningergonomicseye-health/

x Computer vision syndrom@merican Optometric
Associatiorhttps://www:aoa.org/healthyeyes/eye

and-visionconditions/computefvision
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Learning Unit I.1.1: Communication and trust building



Direct and indirect media education
Conversations about media use and
influencing by example

Co-using ICT and co-presence in ICT
activities

MelLn

FOR PARENTS

Becoming familiar with some self-

reflection tools.

as | say but
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The background

Children often complain about their parents not being available
0SSOl dzZaS UKS@QNL Oz2yaulyuafeée o0dz
participants will explore the influence of their own behavior vs.
their educational practice. They will reflect on why they consider a
certain behavior safe or unsafe, normal or strange etc. and learn
62dzi GKS GaSUKAO 2F NBaLISOuUSR
SELINBEAADS SYLRSGESNNSYGE o/ f | N

their practices in communication with their children.
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Direct media education

What is direct media education?

By direct media education we mean any activity that is
purposely directed at children to foster their understanding
of the dangers and opportunities of media usage.

In the pre-COVID19 EU Kids Online 2020 study between
FO R PAR E NTS 10% and 25% of the 25 101 children surveyed between
2017-2019 from 19 European countries reported that they
had never or rarely received any safety advice from parents,
teachers or friends.
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Most important: e d .
Make your child FOR PARENTS DI reCt
understand that

he/she can always

turn to you for help!! medla edUCatIOn

As children grow older and engage more with digital devices

and media it will be important to establish some basic rules.

They wonot differ so much from
Areal o world but Kkeep ivimtuani nd

worldisjustasrealand t hat youol | need t

EE want them to behave that way.
= REAL world — |
- D o ntdlkto strangers ONLINE i t niosok to: - chat with
! - D 0 na@dept any goodies peopley o u @ever met physically
from unknown people - accept friendship requests from
= - D o nfdllow strangers peopley o u diewer met offline
] - Y0 u G&he gght to say no - send pictures of yourself to people
o ; :
. when somebody wants to ‘youd o nkoow offline
e touch you - give away your personal data
- D o nbé tude to other (address, name of school, phone
people number, etc)

- to share or produce hate speech
- to share pictures of others without
permission

Like-2029074_19 Image by Gerd Altmann on Pixabay - to discriminate against others




What is indirect media education?

By indirect media education we mean any activity that
Il nfl uences childrenés medi a

® directed at them.
e ! This happens essentially thro

but also through friendso6 and

FO R PA R E N TS in the media themselves (influencers, youtubers, famous

actors and actresses and other well-known people).

= v Children are great observers and learn a lot by watching
and imitating others. They also have a tendency to notice
small details that may seem unimportant to an adult but

| |
s_ that can have a lot of influence on their own behavior.
.
‘ .
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Children are zealous observers of their surroundings and take in many details that will
shape their own media use. That is true for positive and negative behavior.(e.g. Seeing
elder siblings playing violent online games or making fun of a classmate together with
friends by posting manipulated pictures versus playing a fun strategic game and
deciding together with pictures of an excursion to post.

Children also listen to how adults talk to each other and draw their
own conclusions about proper ways of addressing people (e.g.
Their parents having a loving exchange with the grand-parents

of fline or online versus being rude to
using swear words in a conversation.)

What children feel

Children are not always able to express their feelings about

I d t what theybébve seen or heard so itdéds i m
n I re C with the necessary vocabulary so that they can voice joy
and happiness but also concern, anger and frustration in an
adequate manner.

medla What children experience

Children want to be listened to and their opinions

. taken into account and the role of adults is to

e u C atl O n hear and consult them on all matters that
concern them directly. This will help to build their S —

self-confidence and their trust.

Woman-444451_1920 Image Gerd Altmann on Pixabay















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































