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Media Literacy for Parents
Learning Unit B.1.1: Family Media Management



B.1.1. Family Media 
Management



Banningisnot a solution!

Childrenare unaware of risks lurking online. This is why 
talking to children and protecting them is so important. 

Banning all mobile device child access is not a solution; 
this may trigger aggression and constrain peer interaction. 
Parents should join their children in the virtual world, 
accompanying them in their online and offline lives.



Statistics
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Children and young people below 18
constitute a third of all web users worldwide.

The number of internet-browsing minors is on the rise,
the age of first-time contact with display devices is 
dropping.

Personalisationand privacy levels are growing while 
supervision mechanisms are on the slump.



Teenegersscreentime

Averagedaily time in the United States
iseven higher (7 hours 22 minutes), 
homework assignments excluded

Australian teenagers (aged 13 to 18) 
average approximately 43.6 hours of 

screen time per week 
(6.2 hours per day)

7 h
22 min

6 h
12 min



Pandemiceffect

In times of pandemic, 49%of children spend more 
than 6 hours a day online, as opposed to the 8%pre-
pandemic average. Applications most popular with 
children include YouTube, Netflix and TikTok.



Screentime limit for childrenin differentage

Screen time affects how children operate. This is why it is so 
important to ration mobile device usage for all family members.

üFor children under 2 years of age it is recommended not to 
allow any mobile device access. Thistime shouldbe spent
interacting with parents, engaging in physical activities and 
sleeping.



Screentime limit for childrenin differentage

6-12 years 13 and over

2 hours per day. 
Parentsshould
spend time online 
with their children, 
talk about what 
they may 
encounter.

Around 2 hours of screen
time per day. Parents 

should show interest in 
how their children spend 
time online, encouraging 
them to take advantage 
of the new technologies.

2-5 years

1 hour per day. 
Children should 
only use display 
devices in the 
presence of 
adults.



Factors conducive to media overuse by minors:

üUncontrolled άŘƛƎƛǘŀƭ ƛƴƛǘƛŀǘƛƻƴέ
üNo set internet/mobile device access limits
üSocial media hyperactivity
üAbsence of hobbies and other interests; boredom
üShortage of digital education at school and at home
üPoor family relationships



ά[ŜǘΩǎ ƘŀǾŜ ŀ 

ōǊŜŀƪέ



Screentime rules

Set of principles determining the way 
mobile devices shall be used by 
children and their parents, and 
establishing the limits and framework 
of web browsing at home. 



Screentime rulesςhowto start?

ÅParentsshould be consistent and deliver identical 
messages.
ÅDo not to unduly delay such conversations. A proper, 

friendlyand safe time and place shouldbe picked for 
rules to be introduced. 
ÅBeginǿƛǘƘ ǘƘŜ ǎƛƳǇƭŜǎǘ ŀŎǘƛǾƛǘƛŜǎΣ ǿƘŜǊŜ ǘƘŜ ŎƘƛƭŘΩǎ 

positive reaction may be reasonably expected.If the 
household includes children of assorted agesor
distinct temperaments/chores/duties, the rule
disparity should be emphatically highlighted. 



Screentime rulesςhowto start?

ÅThe child may be offered freedom of choice in terms 
of the day from which new rules shall prevail, no later 
than within a term of one weekfrom the date of the 
talk.
ÅSpecificrules shouldbe fixedduring the talk, such as 
άм ƘƻǳǊ ƻŦ ŎƻƳǇǳǘŜǊ ǘƛƳŜ ǎƘŀƭƭ ōŜ ŀƭƭƻǿŜŘ ǇŜǊ Řŀȅέ.
ÅWrite newly introduced rules down (drawings are 

recommended as well). Rules should be hung/ taped/ 
placed in a location visible and accessible to all 
family members.



Display Device UseRules

ÅFind out about applications/ software 
available to the child, and behaviours 
appropriate for minors his/her age

ÅUse proper technologiesto check out 
films/games/applications accessed and/or 
used by your child (children)

ÅSeek out educational applicationsand 
recommend them to your child (children). Visit 
child-friendly websites



Display Device UseRules

ÅCheck out all mediaaccessed and/or used by 
your child
ÅLet childrenmake mistakes, be empathetic 

about missteps, offer help.
ÅPay attention to what is going on with your 

childandreact whenever you suspecthe/she 
might have fallen victim to online fraud. 
ÅaƻƴƛǘƻǊ ȅƻǳǊ ŎƘƛƭŘΩǎ ōŜƘŀǾƛƻǳǊǎΤ make an 

appointment with a specialist/therapist if 
required



Display Device UseRules

ÅNever allow the use of display devices later 
than one hour before bedtime

ÅDiscourage the child from accessing social 
media/other online forms of entertainment 
when completing his/her homework 
assignments



Display Device UseRules

ÅDraft personalised screen time rules 
appropriate for your family: screen time rules 
ǎƘƻǳƭŘ ǊŜŦƭŜŎǘ ȅƻǳǊ ŦŀƳƛƭȅΩǎ ǇǊƛƴŎƛǇƭŜǎ ŀƴŘ 
parenting style

ÅDo not use technology as the single most 
important way of pacifying your child. 
Children shouldbe shown a variety of ways to 
calm down, such as deep breathing, sharing 
emotions, focusing on problem-solving 
methods



Display Device UseRules

ÅRealise the importance of face to face 
interaction. Children learn best when talking 
to another person in two-way communication. 

ÅTalk to your child (children) about online 
safety, safety rules and cyberthreats, such as 
cyberbullying or sexting.

ÅTalk to other family members (especially part-
time caregivers) about screen time rules to 
encourage consistency in following newly 
introduced rules.



Display Device UseRules

ÅSimilar rules should apply to offline and online 
activities. Set boundaries. Get to know your 
ŎƘƛƭŘΩǎ ƳŀǘŜǎΦ CƛƴŘ ƻǳǘ ǿƘƛŎƘ ǿŜōǎƛǘŜǎ ƘŜκǎƘŜ 
visits and which online activities he/she 
considers interesting or fascinating.

ÅHavefun online with your child, watch films, 
play computer games. Do not focus on 
ƳƻƴƛǘƻǊƛƴƎ ȅƻǳǊ ŎƘƛƭŘΩǎ ƻƴƭƛƴŜ ŀŎǘƛǾƛǘƛŜǎ ƻƴƭȅ.



Display Device UseRules

ÅPlan offline family activities
ÅEncourage your family to engage in healthy 

lifestyle-promoting activities, reading, 
conversations, walks

ÅSelect screen-free zones, such as bedrooms or 
the dining room. Set up a charging location for 
all mobile devices in the household to help 
avoid constant smartphone checking



Display Device UseRules

ÅSwitch display devices off whenever they are 
unused. Background media may distract the 
child during parent-child interaction or during 
playtime.

ÅDo not yield to the pressure of introducing 
your child to the new technologies as early as 
possible. Childrenare quick studies

ÅBecome a role model for your childςlimit 
your own screen and web browsing time.



άTime for 

questionsέ



THANK YOU

http://www.meli4parents.eu/
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Media Literacy for Parents
Learning Unit B.1.1 Building communication and trust 
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Parenting styles
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Conversation principles Culture of dialogue

helping parents and carersto acquire some basic knowledge about different parenting styles, principles of 
communication and trust building measures that are the basis for any educational activity especially in the field of 
media use but not only. Learners will get an overview on the advantages and inconveniences of different 
approaches and use of language.

This unit aims at: 

01 02

03 04



B.1.1.1

Parenting 

styles

In this part of the unit 
four parenting styles will 
be presented and their 
expression regarding the 
online behavior of 
children will be discussed.



What are parenting styles ?

Parenting styles are the overall patterns of parental 
interaction characteristics with the child, that have been 
categorized according to the dimensions of the parental 
control (e.g. supervision, demandand set rules) and the 
parental warmth (e.g. responsiveness, support). Considering 
combination between thesedimensionsthe following 
scheme emerges:



Four parenting styles
 Responsive/warmth +  
 
 
 
 
 
 
 
 
Undemanding/ 
control - 

 

 
 
 
 
 
 
 
Demanding/
control + 

 Unresponsive/warmth -  
 



Parenting styles characteristics
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- act affirmatively, nonpunitive, 
acceptant

- encourage self-regulation without 
setting rules

- avoid exercise of control and power

Permissive parents

- are uninvolved and often absent
- ŎŀǘŜǊ ŦƻǊ ōŀǎƛŎ ƴŜŜŘǎ ōǳǘ ŘƻƴΩǘ 

show further engagement
- have low or no expectations for 

and little communication with the 
child

Negligent parents

- ǊŜǎǇƻƴŘ ǘƻ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ƴŜŜŘǎ ŀƴŘ 
foster dialogue on conflictive topics

- use reason and power to shape their 
ŎƘƛƭŘΩǎ ŀŎǘƛǾƛǘƛŜǎ ƛƴ ŀƴ ƛǎǎǳŜ ƻǊƛŜƴǘŜŘ 
way

- encourage verbal give and take

Authoritative parents

- use control and power to achieve 
obedience

- have a standard set of conduct that the 
child needs to follow without discussion

- wish to preserve order and traditional 
structure  

Authoritarian parents

Parenting
styles



Parenting styles online
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- do not set rules or limits for the 
child use of internet

- allow their child to monitor its own 
online behaviorand activities

Permissive parents

- are neither responsive nor demanding, 
ǊŜƎŀǊŘƛƴƎ ǘƘŜƛǊ ŎƘƛƭŘǊŜƴΩǎ ǳǎŜ ƻŦ ǘƘŜ 
internet

- show little involvement with the child's 
internet usage and not monitor their 
online activities

Negligent parents

- set rules for the online activities of 
their children,

- monitor them these activities
- correct negative and 
- reward positive behaviors.

Authoritative parents

- are more rigid and establish strict rules 
for the internet use, 

- ŘƻƴΩǘ ŎƻƴǎƛŘŜǊ ŀƴȅ ŎƘƛƭŘ ǇŀǊǘƛŎƛǇŀǘƛƻƴ

Authoritarian parents

Parenting  
styles 
online



B.1.1.2

Communication 

dimensions

In this part of the unit 
ǿŜΩƭƭ ŦƛƴŘ ƻǳǘ ǿƘŀǘ 
communication is and 
talk about four 
dimensions of 
communication



Whatiscommunication?

- The word derives from two latin words: communisςtogether  and agere-
to do, to undertake something, so it actually means doing (things) together 
=> communicare
- In order to manage to do things together you have to be able to understand 
each other 
- This leads to the different ways to express yourself and make somebody else 
understand but also vice-versa
So communication is a two sided process about conveying a message (or 
messages) and making meaning of what the other person is trying to convey



Communication 

Dimensions

Using words, language to express 
oneself, talking, 

but it can also be in written form 

Verbal

Mimics, gestures, pose, 
way of looking.

Non-verbal

Tone of voice, volume.

Para-verbal

Light, other voices, sounds, 
temperature and 

other outside factors

Extra-verbal

<a href="https://www.freepik.com/vectors/coffee">Coffee vector created by pch.vector- www.freepik.com</a>



B.1.1.3

Communication

styles

In this part of the unit the 
four communication 
styles will be explained 
and their connection to 
parenting styles analyzed



Whatarecommunicationstyles?

We call communication styles the broad ways (patterns and 
habits) in which people tend to communicate with others. 
Understanding different communication styles can radically 
ƛƳǇǊƻǾŜ ǘƘŜ ǉǳŀƭƛǘȅ ƻŦ ȅƻǳǊ ǊŜƭŀǘƛƻƴǎƘƛǇǎΦ ¢ƘŀǘΩǎ ōŜŎŀǳǎŜ 
your level of skill in navigating difficult conversations 
depends on your ability to connect and building meaningful 
connections is a crucial aspect of success in any area of life.



Communication styles
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- Have difficulty making eye contact
- Are unable  to say no
- Go with the flow type attitude
- Have a poor posture

Passive communicators

- Talk over other people
- Interrupt frequently, poor listeners
- Are controlling or demanding
- Point fingers
- Stare and glare intensely
- Frown
- Criticize, intimidate, or threaten others

Aggressive communicators

- Are frequently sarcastic
-²ƻǊŘǎ ŘƻƴΩǘ ŀƭƛƎƴ ǿƛǘƘ ŀŎǘƛƻƴǎ
-CŀŎƛŀƭ ŜȄǇǊŜǎǎƛƻƴǎ ŘƻƴΩǘ ƳŀǘŎƘ ǿƻǊŘǎ
- Have difficulty acknowledging emotions

Passive Aggressive communicators

- Are able to express desires and needs with confidence
- Encourage balanced conversations in which both 
people have a chance to speak
-¦ǎŜ άLέ ǎǘŀǘŜƳŜƴǘǎ όŜȄΦ L ŦŜŜƭ ŦǊǳǎǘǊŀǘŜŘ ǿƘŜƴΧύ

- Are able to say no
- Maintain good eye contact

Assertive communicators



Examples of phrases

aggressive passive Passive-
aggressive assertive

άLǘ ŘƻŜǎƴΩǘ 
matter that 
ƳǳŎƘΦέ
άL Ƨǳǎǘ ǿŀƴǘ 
everyone to 
ƎŜǘ ŀƭƻƴƎΦέ

άLǘΩǎ Ƴȅ ǿŀȅ ƻǊ 
ǘƘŜ ƘƛƎƘǿŀȅΦέ
άLΩƳ ǊƛƎƘǘΣ ŀƴŘ 
ȅƻǳΩǊŜ ǿǊƻƴƎΦέ
ά.ŜŎŀǳǎŜ L ǎŀƛŘ 
ǎƻΦέ
άLΩƳ ŜƴǘƛǘƭŜŘΦέ

άCƛƴŜΣ 
ǿƘŀǘŜǾŜǊΦέ

After saying 
something 
rude, sarcastic, 
ƻǊ ŘŀƳŀƎƛƴƎΣ άL 
was only 
ƧƻƪƛƴƎΦέ

άL ŀƳ ǊŜǎǇƻƴǎƛōƭŜ 
for my own 
ƘŀǇǇƛƴŜǎǎΦέ
άL ǊŜǎǇŜŎǘ ǘƘŜ 
needs and 
opinions of 
ƻǘƘŜǊǎΦέ
ά²Ŝ ŀƭƭ ƘŀǾŜ ǘƘŜ 
right to express 
ourselves 
respectfully and 
ƘƻƴŜǎǘƭȅΦέ



B.1.1.4

Conversation 

principles

In this part of the unit the 
four conversation 

principles according to 
Grice will be presented.



Principles of 

conversation

Choosing an adequate moment will 
increase the probability of the 

message being well received

timeliness

No ambiguity in the message
Clear messages help to understand 

the meaning   
.

clarity

Making the message relevant to 
the receiver will increase its 

acceptance.

relevance

Only valid information should be 
transmitted 

validity

<a href="https://www.freepik.com/vectors/coffee">Coffee vector created by pch.vector- www.freepik.com</a>



Culture of dialogue

Verbal
Non-verbal
Para-verbal
Extra-verbal. 

Communication 
form

Timeliness
Clarity

Relevance
Validity 

Conversation
principles

Passive
Aggressive

Passive-aggressive
Assertive

Communication 
style

Permissive
Negligent

Authoritarian
Authoritative

Parenting
style

Culture of 
dialogue



Conclusion

Howdifferent elementsinfluencecommunicationand trust building:

Lƴ ǘƘƛǎ ǳƴƛǘ ǿŜΩǾŜ ǘŀƭƪŜŘ ŀōƻǳǘΥ

Howyou
express yourself

Communication 
styles

Which rules 
you apply

Conversation 
principlesHowyouact

Parentingstyles

By which
meansyou

express 
yourself

Communication 
forms

Culture of
dialogue



Reflection questions

What is your parenting style? Which of the descriptions matches 
the way you act most often?

Parentingstyles

How do you interact with your child? Which communication 
style would describe these interactions best?

Communication styles

Are you aware of the importance of ñexternalò factors as for 

example where you have your conversations ïin a quiet or in 
a noisy place? What difference do you think it might make?

Communication forms

How do you make sure that your message reaches the addressee? 
Have you developed any specific methods to better reach your 
child?

Communication principles
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B.1.2: Childrenôs 

behaviour on the 

media/ 

Popular applications



Positive Media Influence

Media offer a variety of functions, including 
educational, informational and cultural. If media are 
to be a favourable influence on young people, they 
have to match their age and stage of maturity.

Studies carried out in the late 1960s proved 
that young people watching educational TV 
programmes were better prepared for the 
learning process; their self-esteem was higher; 
and their grades were better.



Media stimulation
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TV programmes with educational content may be favourable to 
ŎƘƛƭŘǊŜƴΩǎgrowth process by encouraging them to discover the 
non-digital world as well. 

Radio and printed media appearedto be much more stimulating 
than the TV.Digital media are valuable in terms of organising 
support in formats inaccessible before: e-advice, webinars etc. 

While most definitely a tool of access to education, 
communication and entertainment, such media may also become 
a threat to young people.



Popular applications
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Applications most popular with children and young people 
include the following:

Á Whatsapp
Á TikTok
Á Facebook
Á Messenger
Á YouTube
Á Instagram
Á Kik
Á Snapchat



Whatsapp
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The application is available to two billion people in 180 
countries. Highest popularity  ratings have been recorded for 
India, Germany, Russia and the United Kingdom. Since the year 
2020, Whatsapphas been expanded to include Braille characters 
entered via Voiceover mode.

LǘΩs an application allowing users to send messages or videos and 
make free phone calls, provided that their digital devices are 
connected to the internet. The app has been designed for users 
aged 16 and older.



Whatsapp
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It accesses the list of contacts saved on the phone to 
identify friends using the app.The option of 
calling/sending messages on different phones and 
systems has made Whatsappvery popular. 

Thanks to the option of free international phone calls, it 
has remained a firm favourite over the past few years.



Whatsapp
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Contact is only possible between persons who have 
downloaded the application.Whatsappallows groups 
of up to 256 participants to be created.

In terms of safety, messages are visible to the sender 
and receiver only.

At time of registration, Whatsappuses a double 
authentication system, requiring the user to enter a 
password sent to the smartphone.



TikTok
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Formerly known as Musical.ly,it is anapp allowing short video 
recording and sharing.

While videos most frequently show people dancing, singing, 
and/or performing lip synchronisation (playback) to popular 
songs, other content, such as comedy sketches or DIY/life hack 
videos are popular as well. 

TikTokclips can also be shared on social media, as public or 
private (friends only) posts.



TikTok
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What parents should know:

Å Songs and video recordings can contain expletives and 
sexual content ςusers include young people and adults

ÅIƻǊǊƛŦƛŎ ŎƻƳƳŜƴǘǎ ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ ǇŜǊŦƻǊƳŜǊΩǎ ōƻŘȅ ŀƴŘ 
sexual innuendo appear in the video comments section

Å Collecting άƭƛƪŜǎέand subscriptionsis a way to develop a 
sense of acceptance and importance



Facebook

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

It is the largest social media network, with over 2.7 billion 
active users in the second quarter of 2020. It allows users to 
keep up with national and international news, including local 
news, theatre/cinema/philharmonic showtimes, shopping 
promotions and discounts or restaurant menus, all once a 
fanpageof the given company/entity has been άƭƛƪŜŘέ. 

Facebook also allows videos, clips and memesto be viewed.

While Facebook is mainly used by adults,its popularity with 
young people declining, some teenagers continue using it. 
Facebook is available to users aged 13 and older.



Facebook
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designed. hope and I 

believe that this 
Template will your Time

The network was created with intent to allow contact for 
persons with profiles set up in the app. All Facebook users can 
publish photographs and videos, send messages, and/or post 
ŎƻƳƳŜƴǘǎ ǘƻ ŦǊƛŜƴŘǎΩ ǇǊƻŦƛƭŜǎΦ 

The network lets users keep up with what is going on in their 
ŦǊƛŜƴŘǎΩ ƭƛǾŜǎΣ ŀƴŘ ŎƻƴǘŀŎǘ ŦŀƳƛƭȅ ŀƴŘ ŦǊƛŜƴŘǎΦ 

Facebook additionally displays personalised advertising content 
matched to individual user groups. 



ά[ŜǘΩǎ ƘŀǾŜ ŀ 

ōǊŜŀƪέ



Messenger

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

It is an application for sending messages and sharing photos 
and videos, with a community of 1.3 billion users worldwide. 

Messenger allows chatting on Facebook and Instagram.The 
Messenger video chat function makes it possible to view 
videos, clips and TV programmes, options including 
augmented reality and selfie stickers. The app allows online 
payments.Though a mobile app previously closely tied to 
Facebook, Messenger is separated from the social network 
today (different credentials can be set up).



YouTube

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

It is a video platform. Every user can generate a 
profile and share his/her videos or watch footage 
uploaded by others. YouTube allows playlist 
generation. 

A comments section has been set up for each video. 
All videos can be άƭƛƪŜŘέ. The platform is open to 
users aged 18 and older, or 13 and older upon 
parental consent.



YouTube

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

What parents should know:
Å According to a Pew Research Centerstudy, YouTube was 

the most popular web-based platform in the United 
Statesin 2018 and 2019

Å YouTube created a dedicated application for children 
below 7 years of age (YouTube Kids), all content adapted 
for younger audiences. While the app includes parental 
control tools and blocking filters for inappropriate 
content, they do not warrant 100% certainty that a child 
will not be exposed to inappropriate content; cases of 
YouTube Kids failing have been recorded.



Kik

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

It is an Android/Iphoneapplication used to send messages, 
photographs and videos. There is no limit to the number of 
characters in messages sent. The basic version is free of 
charge. Similar to Whatsapp, it has however been 
expanded to include an inbuilt browser encouraging users 
to stay longer with the app.

Inbuilt apps include stickers, meme generators, games and 
dating site-style apps allowing users to chat with strangers ς
a function understandably raising parental concern. 
Kikis banned for children below 13 years of age.



Kik

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

Kikincludes a Chatbotinteraction-targeted bot shop. Bots allow 
chatting and quiz participation; they are also a source of fashion, 
gaming, beauty and lifestyle tips. If a given user has no friends, bots 
allow chat access to make new acquaintances.

At the time of registration, a user has to enter his/her name, date of 
birth and username. Kiklets users contact persons from the contact 
list ςother Kikaccount owners. The username displayed by the app is 
visible to other Kikusers. E-mail addresses and telephone numbers are 
not made public. To add a contact on Kik, you have to know the given 
ǇŜǊǎƻƴΩǎ ǳǎŜǊƴŀƳŜΦ Users can purchase stickers on Kik. To make a 
ǇǳǊŎƘŀǎŜΣ ǘƘŜ ǳǎŜǊΩǎ όŎǊŜŘƛǘύ ŎŀǊŘ Ƙŀǎ ǘƻ ōŜ ƭƛƴƪŜŘ ǘƻ ŀ DƻƻƎƭŜ tƭŀȅ ƻǊ 
iTunes account.



Kik

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

What parents should know:
Å The app lets users contact other users who have shared 

their Kikusername. The ŀǇǇƭƛŎŀǘƛƻƴΩǎ ǊŜǇǳǘŀǘƛƻƴ ƛǎ 
dubiousin terms of user safety

Å The app specialises in hidden marketing (so-called 
promoted chats) ςconversations between brands and 
application users. In Poland, the app was used for 
advertising purposes by Tymbarkand Mbank

¢ƘŜ ŀǇǇΩǎ popularity is due to guaranteed user anonymity 
and the option of meeting new people. Its friendly and 
intuitive interface has been emphasised repetitively.



Snapchat

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

It is an application allowing users to share photographs and 
videosallegedly deleted once sent ςyet Snapchat users can 
take screen shots, thus compromising the rule of traceless 
message sending. 

Young people use the tool to send funny and/or shaming 
photographs on the premise that they will not be shared or 
made public.Snapchat users can send private messages, 
create group chats, and send documents and/or funds. 
The app is available to users aged 13 or older.



Snapchat

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

What parents should know:

Å Seemingly amusing content designed to disappear 
may encourage users to disseminate inappropriate 
material

Å Content presented on {ƴŀǇŎƘŀǘΩǎ 5ƛǎŎƻǾŜǊ ŦǳƴŎǘƛƻƴ 
(collection of articles, videos, quizzes) may raise 
concern. A typical Discover headline reads, ά¢IL{ ƛǎ 
What Sex Does To Your Brainέ.



άTime for 

questionsέ



THANK YOU

http://www.meli4parents.eu/
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Contents

1. Importance of strong 

passwords

2. Ways to set up a strong 

password

Accounts Security

1. Importance of protection 

2. Firewall

3. Getting antivirus software

Antivirus and anti-malware

This unit will equip the learners with the basics of cybersecurity applicable for 

computers, smartphones and tablets, and will raise awareness about the 

importance of using the correct defense tools and techniques.

Cyber Security Basics

A B

1. Why we need to perform 

updates

2. How to check for updates

Operating system updates
C



Accounts 

Security

B.1.2.A



As we know, the internet is a huge part of our everyday 

lives.  We use it to communicate, trade, entertain, learn 

and socialize. 

To do most (if not all) of these things, we create accounts 

that store our data and allow us to participate in these 

activities. 

For a lot of these services, we even use the same account 

(usually Google account), which means that our password 

is common across all these platforms. 

Considering the above, the importance of having a 

strong password for our accounts becomes 

immediately evident.

A. Accounts Security

The importance of strong passwords



Tips for 

setting up 

a strong 

password

Avoid common words

Last name or date of birth are also very common, 

and equally ineffective. These can also be 

guessed quite easily, and not only by people who 

know us personally ïall of our personal 

information is on social media, nowadays.

Steer clear of personal information

A lot of people use words such as ñdefaultò or 

ñblankò, or even the word ñpasswordò itself for a 

password! All of these can be guessed by other 

users very easily, so itôs best to avoid the clich®s.

Photo by Matthew Brodeur on Unsplash

https://unsplash.com/@mrbrodeur?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/password?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Tips for 

setting up 

a strong 

password

Since cyberattacks include computers that try 

sequences of characters to hack into accounts, 

the more characters in our password the better ï

it makes the computer work harder to decipher 

our password. 

Use long passwords

Our passwords need to be unique to ensure that 

even if someone does find out our password for 

Facebook, letôs say, they wonôt be able to use 

the same password to access your bank account.

Donôt reuse your password

Photo by Matthew Brodeur on Unsplash

https://unsplash.com/@mrbrodeur?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/password?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


The Passphrase / Diceware Method

Å This method is about throwing out all usual advice, such as 

replacing letters with symbols or numbers, and instead 

advises that you use a string of random words.

Å The keyword here is RANDOM. To achieve randomness, 

Diceware devised the Diceware Word list, where each word is 

paired with a five-digit number. Each digit of this number is 

from 1-5, so the idea is that we need to roll a six-sided die 5 

times to get one word for your password. Itôs advisable to use 

a minimum of 6 words, with a minimum of 17 characters in 

total, no spaces in between.

Å You can also go about the passphrase method the old school 

way, and just grab a dictionary, flip it open at random places 6 

times, and use those words for your password. 

The comic on the left by XKCD portrays precisely how this 

method is so effective.

https://theworld.com/~reinhold/diceware.html


Formulas
One way to create complex passwords that contain lower and upper case letters, numbers 

and symbols is to create a formula or a set of rules to create passwords. This way, we donôt 

have to remember each individual password, only the mechanism we developed. One such 

example is shown below, which gives us the password 12an%Yb#:

The first and 

last letter of 

the websiteôs 

name

an

A symbol, 

like a 

percentage 

%

STEP 2 STEP 3 STEP 4 STEP 5

The letter in 

the alphabet 

before the 

last letter of 

the 

websiteôs 

name, 

capitalized

Y

The number 

of letters in 

the name of 

the website, 

times two

e.g. Amazon

12

STEP 1

The letter in 

the alphabet 

after the first 

letter of the 

websiteôs 

name

b

Another 

symbol, like 

a hashtag

#

STEP 6



Other ways for secure passwords

Use memorable phrases and use codes. If we 

can associate the phrase with the website, 

even better. Examples:

Å14A&A41dumaS (one for all and all for 1 -

from The Three Musketeers, by Dumas)

Å2BorNot2B_ThatIsThe? (To be or not to be, 

that is the question - from Shakespeare)

A phrase with shortcut codes or acronyms

Think of our keyboard as a drawing 

board. Type keys in a certain pattern on 

our keyboard to create a password. For 

example, 1QsxdrgnkO0 is a password 

formed by a giant W on the keyboard.

Play with your keyboard

In this case there is a consistent style, so we 

know part of the password and can easily 

remember the rest from the website itself.

Å ABT2_uz_AMZ! (About to use Amazon)

Å ABT2_uz_BoA! (About to use Bank of 

America)

Passwords with common elements, but 

customized for each website

There are numerous online tools that 

create unique long passwords that we can 

use as we like. One such tool is the Avast 

Random Password Generator, which is 

free to use and allows us to choose what 

types of characters we want included in 

our password (capital and lowercase 

letters, numbers or symbols.

Use a Random Password Generator

https://www.avast.com/random-password-generator


Antivirus and 

antimalware

B.1.2.B



ÅAntivirus and antimalware are both very important to use on our devices.

ÅThere are in total 5 different viruses and malware: Virus, Worm, Trojan 

Horse, Spyware and Adware.  

Antivirus and 

antimalware software

ÅA malicious software which 

gains access to our system by 

hiding in downloaded files or 

portable storage devices, such 

as flash drives.

ÅOnce they get into the system, 

they start to spread ïthis is 

where their name comes from. 

ÅTheir purpose is to alter, corrupt 

or destroy files and to cause 

system malfunctions.

Virus

Å Worms infiltrate networks to 

gain access to the connected 

devices. 

Å Slow down the network by 

taking over large parts of the 

bandwidth, causing users to 

have delays and lose 

transmitted data.

Worm

ÅHides itself inside other types of 

software, and disguises itself as 

useful to the system. 

ÅThe system is tricked to provide 

access to the Trojan Horse, 

which then opens a ñback doorò 

into our system, 

ÅGives hackers a way in as 

legitimate users. 

Trojan Horse



Antivirus and 

antimalware software

ÅSpyware does not cause direct damage to 

our system, but rather attaches itself and 

stays hidden, recording the userôs activity. 

ÅThen it sends this information online, to 

identify system weaknesses and user 

patterns, to increase chances of success for 

phishing attacks. 

ÅOther types of spyware may slow down the 

internet connection or change settings such 

as default search engine.

Spyware

Å Adware bombards the user with constant 

adverts, either chosen at random, or 

targeted, aiming to promote a specific 

product, based on previous activities.

Å Sometimes, these ads may even redirect 

users to phishing websites ïso they might 

not be as harmless as they initially appear.

Adware



Antivirus and antimalware

Å The purpose of antivirus and antimalware 

software is to shield our devices from 

malicious attacks. 

Å In the past, each type of malicious attack 

required a different type of antimalware. 

Å Antimalware and antivirus software combines 

an assortment of protection for various types 

of threats, so that we do not need to get a 

different program for each type.



Antivirus and antimalware: 

Options

ÅNowadays, itôs quite easy to protect your 

computer, as there are various kinds of free 

antimalware that we can get online. 

Å Most importantly, Windows also offers its own 

protection against viruses and malware.



As Technology advances, cyberattacks become more 

and more sophisticated, and the methods change. As 

such, whatever antimalware weôre using, itôs vital to 

keep it up to date, so our system ñlearnsò about the new 

threats and how to deal with them. Here we will look at 

how to use and update our Windows Security.

In the Windows menu, find Windows Security and click 

on Virus & threat protection. This will show the window, 

as seen on the left. Clicking Quick Scan will search for 

the more obvious threats. To do a deep search, click 

Scan Options and choose between a Quick Scan, a 

Full Scan, a Custom Scan or a Windows Defender 

Offline scan.

In the lower part of the window, we can see the status 

of the Virus and threat protection updates. It should be 

set to check for updates automatically, so whenever 

there is a new threat, the system will download the 

information as soon as possible.

Windows Security



Firewall

Imagine the firewall like a net that filters 

incoming and outgoing data from our device. 

It only allows the traffic that is deemed 

necessary and healthy to be transmitted to or 

from the device.

What is a firewall?

To set up the firewall, go to Windows Security 

once more, and click Firewall & network 

protection.

In the window that appears, make sure that in all 

the options the Firewall is on.



As mentioned  earlier, there are other types of 

protection besides Windows Security. 

Å Free options, such as Avast, 

Å Paid options, such as Kaspersky. 

Both of these are downloadable from the 

internet (Avast immediately free, Kasperksy

gives us an activation key after the purchase). 

Another option is to purchase a disc with the 

software and then install it on our device. This 

method is slowly phasing out, however, as 

the CD is a lot less convenient and costly 

compared to an internet download.

Other types of antivirus 

and antimalware

https://www.avast.com/en-eu/index#pc
https://www.kaspersky.com/


Operating 

system 

updates

B.1.2.C



Operating system updates

Å The operating system of a device is the 

programme that manages all the software that 

is installed and also the hardware that is 

connected to our computer.

Å The operating system is partially in charge of 

the deviceôs security, by ensuring that only 

allowed users can access the device and use 

resources.

Å It is extremely important to maintain our 

operating system up to date, to ensure that we 

are protected from the latest threats.



Operating System 

Updates
In order to carry out system updates, click 

the Windows button on the bottom left of 

your screen, or hit the Windows button on 

your keyboard. Go to Windows Settings

and click Update & Security.

In the window that will appear, click Check 

for Updates. If an update needs to be 

installed, a description saying what the 

update is about will appear, along with a 

button that says Download and Install.
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B.1.3
Internet 

Addiction



Internet Addiction

as a psychological and occasionally physiological condition 
resulting from interaction between human organism and 
substances, typical signs including behavioral changes and 
other reactions, including the desire to use the respective 
substance continuously or periodically with intent to 
achieve effects of intoxication 



Subtypes of addictive web use

1. cyber-relationship addiction

2. cyber sexual addiction

3. net compulsions

4. information overload

5. computer addiction



01 Cyber-relationship addiction 

Cyber-relationship addiction involves chat 

site and online acquaintance compulsivity. 

It is also referred to as emotional 

dependency; a highly intimate relationship 

evolves between two persons: the addict 

and the enabler. Cyber-relationship 

addiction is associated with an inability to 

establish offline relationships.



02 Cyber sexual activity 

Cyber sexual activity ïcompulsive use of 

pornographic websites, uncontrolled erotic 

chatting, purchase of pornographic content. 

This category includes sexual deviations: 

paedophilia, extreme exhibitionism and 

other virtual world-related aberrations. 

Anonymity, opportunity for oblivion and 

convenience are all conducive to this form 

of addiction.



03 Net compulsions 

Net compulsions ïcompulsive online gambling, 

gaming and shopping. All these activities may 

include a competition or risk factor, both 

potentially exciting to the internet user. The 

following web environment features are 

conducive to such forms of behaviour



04 Information overload 

Information overload ïneed for continuous 

online data collection. Gathering possibly 

extensive information/ data volumes serves 

the purpose of making better decisions, and 

thus gaining greater social prestige. In 

reality, the phenomenon breeds information 

overload disallowing its use. 



05 Computer addiction 

Computer addiction ïany activities 

associated with the inner compulsion of 

computer use (even offline). The affliction 

most frequently presents with playing 

computer games ïeven solitaire.



ñLetôs have 

a breakò



Compulsive web use aftereffects

ÅPhysiological and physical consequence

ÅPsychological consequences 

ÅMoral consequences 

ÅSocial consequences 

ÅIntellectual consequences 

ÅFinancial consequences



Physiological and physical consequences

- spinal conditions

- posture issues

- eyesight problems 

- eating or sleep disorders

- memory impairment, tinnitus and/or bone 

weakening



Psychological consequences

- Depression

- Aggression

- Blurring of real- and virtual world boundaries

- Self-isolation from friends and family

- Experiencing a sense of security only when 

using a computer/ smartphone

- Attention span impairment,

- Suicidal thoughts and/or attempts



Moral consequences

depend on web content perused (pornography, 

drug purchase sources, drug use descriptions, 

instructions for explosives production, religious 

sect sites, etc.). Children are also particularly 

exposed to online paedophilia. 



Intellectual consequences

- Uncritical trust in mobile device capacity,

- Impaired learning interest,

- Information shock (information overload)

- Uncritical trust in online information.



Financial consequences

Åmay tie in with online purchase expenses, the 

use of paid applications and/or computer games, 

as well as online gambling. Financial 

consequences include parent behaviour, if 

loans are taken out for expensive mobile 

devices for the child. Long-term 

aftereffects may include the cost of 

treatment and/or psychotherapy



Compulsive web use aftereffects

ÅPhysiological and physical consequence

ÅPsychological consequences 

ÅMoral consequences 

ÅSocial consequences 

ÅIntellectual consequences 

ÅFinancial consequences



stands for the Fear of 

Missing Out on 

something interesting 

when offline: the anxiety 

that my friends are 

having a great time 

without me, and also the 

worry that I might forget 

about a party or 

appointment; the 

compulsive need for 

incessant checking on 

acquaintances in order to 

know whatôs going on. 

FOMO FOBO

FOMO and  FOBO

stands for the Fear Of 

Being Offline ïfear of a 

world without notifications, 

without the possibility to 

check communicator 

messages, with no access 

to oneôs own data. It is 

also an anxiety of no 

internet access, which ties 

in with activities intended 

to prevent web 

disconnection 



stands for the Joy of Being Offline 

ïin opposition to FOBO, it 

involves a conscious process of 

setting boundaries to online 

activities. Online presence 

restrictions are applied with intent 

to produce a sense of physical 

and mental well-being.

Have you ever experianced JOBO? 



Most frequent addiction symptoms include:

Å Poor school performance,

Å Increased screen time, reduced interest in previous hobbies,

Å Neglecting friends and acquaintances,

Å Concentration issues, lack of response when addressed,

Å Lying to parents about screen time,

Å Aggression when asked to switch the device off/ when his/her 

device access is limited,

Å Sleep pattern impairment, problems with falling asleep,



Response to Internet addiction

Conversation with child

Consulting a specialist 



ñTime for 

questionsò



THANK YOU

http://www.meli4parents.eu/
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Contents of the training

Online content, threats, kidôs 

activities, parental monitoring 

BASIC LEVEL INTRODUCTION
Introduction to parental control 

tools, filters, devices, functionalities

BASIC ONLINE PROTECTION

Managing and blocking online 

content, device settings, ready 

solutions

INTERMEDIATE SOLUTIONS

Advanced tools, network settings, 

personalized discussion

ADVANCED. PRACTICAL OPTIONS

MeLi Parental Controls Training offers general knowledge and practical information 

regarding the online threats, the need for childrenôs protection when they are online and 

the solutions you can implement at home. The training is structured in 3 levels.

INTRODUCTION TO PARENTAL CONTROLS

01 02

03 04



B.1.4 
Parental 

Controls-
Basic level



Introduction 

& 

expectations



DIGITAL PARENTING  
Children today use mobile devices or computers for 
×school homework, 
×instant messaging to contact friends, 
×games
×video or photo taking
×publicly posting on networking platforms. 

Children spend considerable time looking at screens, so we 
need to ensure this is as productive and safe as possible.  



Parents 

need to 

know

Parents need to understand where 

children spend their time online, what 

applications they use and what is their 

digital activity

Understand 

media

Huge amounts of information can be 

found online, some beneficial, some 

harmful. Parents need to know how to 

evaluate and manage the content

Evaluate 

content

Advertising, adult content, violence, 

hate speech, gambling, substances, 

sexual predators ïthere are many 

threats that kids are exposed to online 

Recognize 

threats

Parents need to explain to their 

children the online risks, propose 

solutions to challenging issues and 

learn how to negotiate with them

Protect and 

teach



PARENTAL CONTROLS

Hard or Soft?

There are two "kinds" of (preventive) control: "soft" and "hard". 

ü"Soft" parental controls; getting informed of media options and 

functions, learning how to balance the use of devices at home, or 

learning how to negotiate with your child as to healthy Internet use. 

These require skills necessary throughout your digital parenting.

ü"Hard" controls: settings on devices and programs or specific 

applications that you can install in order protect your child from 

inappropriate content or behaviors online. 



INAPPROPRIATE CONTENT

We can access almost anything on the internet today. 

Educative content is welcome but not innappropriate content 

as:

× violent scenes, 

× sexual assaults, 

× hate speech, 

× propaganda, 

× negative stereotypes... 

Moreover, it is easy to contact people from all over the world 

online, who may prove malignanté



INAPPROPRIATE CONTENT

ÅAdult content
ÅSubstances
ÅHate speech
ÅCyber bullying
ÅGambling  
ÅAdvertising inspiring 
consumerism
ÅNegative stereotypes
ÅDisturbing news

ÅClickbaitsor HTTP 
redirection links
ÅCrime
ÅViolence
ÅWeapons
ÅChallenges that might 
inspire unsafe behavior



ÅCONTROLING SCREEN TIME

× Children spend many hours online; parents 

are concerned. According to EU Kids Online 

2020 report the average time that kids spend 

online in Europe is 167 min. 

× Too much screen time can lead to negative 

impacts on development including memory, 

attention, and language skills. 

× It can affect quality sleep & physical activity, 

leading to obesity, poor academic 

performance, even mental health issues

× Digital parenting today means that every 

home has a screen time family plan. Source: EU Kids Online 2020



SCREEN TIME PER AGE

VNo more than 

one hour a day 

VSelect high-

quality programs 

and/or activities 

you can do 

together.

VStart teaching 

your child about 

healthy habits 

Preschoolers

Up to 3 years 3 to 7 8-12 Teens+

VScreen time is a 

chance to interact 

with your child.

VPlaying a game 

together 

Vwatching high-

quality 

educational 

programs

ÇNOTE: Too 

much TV is bad 

screen time. 

First graders

Parents must know 

Vthe media 

children use, 

Vthe threats and

Vthe basics of 

digital security. 

They must

Vexplain online 

risks to children, 

Vpropose 

solutions

Vnegotiate to 

reach their consent

Tech savvy

Toddlers 18 to 24 

months old 

Vsome screen 

time in the 

company of a 

parent. 

Vcommunication 

sessions to 

contact family 

members who are 

away.

Baby smart

18-24 months

VOne-size-fits-all 

approach doesn't 

work. 

VYou decide how 

much and what 

media you allow

VChildren 8-12 y  

spend 4-6 h a day 

using screens.

ÇParents may 

not always know 

what kids see

Independent



What 

children 

access

Childrenôs search activity is the best 

indicator of their interests. Videos and 

Social Media are topping the list of 

childrenôs queries

What do they 

search

these were the findings of a large 

anonymous study by Kaspersky Labs 

in 2018.  

What do they 

find

Know the media. Build a trusted 

relation. Talk to your children and 

educate them. Be a role model.

What parents 

can do

Learn about parental control solutions 

and decide which are the best options 

for your family. Learn how to 

implement them and keep updated.

Parental control



The best indicator of their interests is childrenôs 

search activity as shown in the history of the 

popular search engines (Bing, Google, Yahoo!). 

You can check the history of your child's searches 

in various ways (see next slide). 

Some commercial parental control tools scan the 

content of web pages and send a notification to the 

parent if the child lands on a site with bad content. 

Search History Safe search engines

Control your 

ŎƘƛƭŘǊŜƴΩǎ ǎŜŀǊŎƘŜǎ



Check 

search 

history

Open the search application they use. 

Press the three dots in the top right hand; 

you will see a button called history. Click 

on it to see all that has been searched.

History button

If children have a Google account, go 

to the accountôs setting, and there you 

can view their search history.

Google account

With some internet providers, you can  

request to view the search history of your 

house electronic address or sign in to 

your account on their website to see it 

Internet provider

Even if a child is in incognito mode, 

commercial parental controls 

can check private browsing 

history on Android phones and tablets.

Incognito



SAFE SEARCH 
ENGINES

Control the content your child can access

There are a few search engines especially designed for kids, which by 

default filter out inappropriate content. Indicatively

:

VKiddle (Ages: 4+) (https://www.kiddle.co/), 
VKido'z (Ages: 4+) (https://kidoz.net/), 

VKidzSearch (Ages: 10+) (https://www.kidzsearch.com/), 

VGoogle Scholar (Ages: 13+) (https://scholar.google.com/)

Tweens or teens will probably not want to use them, but it is worth 

trying these engines for your little ones. 

üNotice that most of these engines work in a rather satisfactory 

manner with English key words, but not so well in other languages.

https://www.kiddle.co/
https://kidoz.net/
https://www.kidzsearch.com/
https://scholar.google.com/


SAFE BROWSING TIPS
ÅBe informed about online threats and internet safety.

ÅTeach your kids to never identify themselves online.

ÅUse safe search engines and family safety software.

ÅIf your child comes across inappropriate content, tell them to shut 

down the computer without clicking on anything.

ÅBe approachable and informative; not judgmental.



Any 

questions?



ONLINE MANNERS
Netiquette is "Internet etiquette", a code of polite behavior on the internet for

Åemails, 
Åsocial media, 
Åchat rooms, 

Åwebsite comments, 
Åmultiplayer gaming, 

Åother types of online communication. 
Expert Internet users disapprove poor manners or inappropriate comments. 
So act wisely. The general idea is to 

Vrespect others online as in real life and 
Vtake your time to think before acting. 



NETIQUETTE

This is the golden rule for every online behavior

Think before you click!

Do not spam 

others by 

sending large 

amounts of 

content that they 

do not ask for

No spam please!

Avoid posting 

inflammatory or 

offensive 

comments online.

Be moderate

Do not share 

personal 

information, 

photos, or videos 

that another 

person may not 

want published 

online.

Respect privacy

Don't swear or 

use offensive 

language, be it 

privately or 

publicly.

Language!

Build good 

online manners



NETIQUETTE

Your digital footprint remains online forever

Think before you share!

Greet others 

when you reach 

out to them, 

thank them when 

they help you 

and If someone 

asks a question 

and you know 

the answer, offer 

to help

Cooperate

Stick to the topic 

in online 

discussions.

Focus

Don't 

annoy people by 

repeatedly 

nagging or 

annoying them.

No trolls please!

Avoid replying to 

negative 

comments with 

more negative 

comments. 

Instead, be polite 

and write a 

positive post.

Avoid flames

Build good 

online manners



POPULAR AMONG KIDS
Applications that most children use frequently

As kids grow they use their devices to contact friends. Here are some of 
the mostly used social networking applications, which are covered in 

your Parents' Notes.

ÅTik Tok (former Musical.ly) with video content and creative options
ÅSpotify is a music application, where kids can make llists of their 
favourite musicians and listen to the music they prefer.
ÅMinecraft , a very popular block constructing game. 
ÅSocial networking applications include:

ÅYouTube
ÅInstagram
ÅSnapchat
ÅViber
ÅWhatsAppand
Å(Facebook) Messenger



Any questions?  
You can use the chat area 

or let me give you the  

microphone



[ŜǘΩǎ ƘŀǾŜ ŀ ōǊŜŀƪΗ

Next session: 

Parental Controls



PARENTAL CONTROLS
Applications to support digital parenting

Parental controlsrestrict access to inappropriate content
Veither included in digital services or games

Vor embedded in mobile devices and software 
Vor available commercially

×Parental controlshelp monitor your kids' devicesas well as 
emails, social media profiles, texts, and other mobile functions.
×Content filters are a popular type ofparental controlsto limit 

access toInternet content
×There are also activity controls that help you when you're 

concerned about problematic conversations or activities



WHERE TO USE PARENTAL CONTROLS

We can use parental control tools on most programs and 
applications we use on a daily basis:
ÅOperating systems, i.e. Windows, IOS 
ÅWeb browsers 
ÅSoftware  
ÅApplications on PC or mobile devices 
ÅWi-Fi networks
ÅInternet Service Providers



What can parental controls do

Easy to use applications with comprehensive instructions for installation and usage
FUNCTIONS OF PARENTAL CONROLS

Many controls 
are computer 

usage 
management 
tools, which 

enforces the use 
of certain 
software

Software control
The tools can 
track location 
and activity 

when using the 
devices.

Monitoring
Most  parental 
control tools 
allow you to 

block websites 
ǘƘŀǘ ȅƻǳ ŘƻƴΩǘ 
want your child 

to view.

Content control
They constrain 
the usage of 
these devices 

such as placing 
time-limits on 

usage or 
forbidding 

certain types of 
usage

Usage control

Shield your 
home



WEB FILTERS, TIME LIMITS & CONTENT
× A good parental control tool performs content filtering, by 
blocking access to websites with violent, pornographic, etc 
content. 
× Filtering only really works if it's browser-independent and 
on secure (HTTPS) sites. 
× With no HTTPS filtering, a smart teen could bypass the 
system or open a new account or use the device of some 
friend.



Uncontrolled access of unsuitable content

Nude photos 
Internet Watch 

Foundation: in 2019 
1/3 of web sexual 
content of children 
are self-generated 
photos ς¾ of them 

are 11-13y old

30% 40%

Sexting

A Jimini app 2019 
study:  40% of 
children have 

received and/or 
sent a "sext" by 
the age of 13

43%

Strangers
Cybersafe Ireland: 43%  
of children 8-13 y old 

speak to strangers 
online; 1/3 of them 
speak to strangers 

every day or at least 
once a week

43%

Violent games
Cybersafe Ireland: 43% 

of 10-year-old boys, 
play over-18s games 

exposed to violent and 
sexual content not 

appropriate for their 
age



CONTROL PERSONAL INFORMATION

× Control personal information collected by cookies, 
webcams and microphones, as well as websites, apps, and 
internet based games and software. 
× Settings should correspond to your children's age, the 
platform they use and the type of information they share 
(for example, privacy settings on social media accounts) 
× Children need to understand that their digital footprint 
can last for ever.



HOW TO DELETE COOKIES IN CHROME  
ÅOpen your Chrome browser 
ÅIn the top right corner tap the three dots to open Settings
Å{ŎǊƻƭƭ Řƻǿƴ ŀƴŘ ŎƭƛŎƪ ƻƴ ά!ŘǾŀƴŎŜŘέ
Å/ƭƛŎƪ ƻƴ ǘƘŜ ǎŜŎǘƛƻƴ ά/ƭŜŀǊ ōǊƻǿǎƛƴƎ Řŀǘŀέ
Å¦ƴŘŜǊ ǘƘŜ ά!ƭƭ ŎƻƻƪƛŜǎ ŀƴŘ ǎƛǘŜ Řŀǘŀέ ǎŜŎǘƛƻƴΣ ŎǳǎǘƻƳƛȊŜ ǿƘƛŎƘ 
cookies to delete based on various options. 
Å/ƭƛŎƪ ά/ƭŜŀǊ ŘŀǘŀΦέ 
ÅYou can also clear your cache, where your computer stores 
previously viewed websites so they can load faster on future visits



CONTROL YOUR DEVICES
Monitor Your Child's Devices

Modern kids use all kinds of internet-connected devices, and 
parental control systems must keep up. Parents need to know 
what to do on 
ÅOperating systems, i.e. Windows, IOS 
ÅWeb browsers 
ÅSoftware  
ÅHome networks

Before selecting a parental control utility, make sure that it 
supports all the device types in your household, as compatibility 
with macOSand iOSvaries.



HOW TO CHOOSE THE PROPER TOOL
Parental control utilities provide various functionalities. Before 
you decide on the best solution for your family, check:
Vreviews in order to decide which is the best for your family.
Vany limits on the number of child profiles or devices.
Vprices in relation to device limits (most commercial parental 
control software operates as a subscription service).
Vfree tools for basic protection on devices.

If your kids are strictly smart-phone users:
Vcheck built-in mobile parental control apps.



SHIELD YOUR HOME

Network solutions

If it seems too difficult to install parental controls on each 
device, consider a whole-network solution, such as Open 
DNS. These systems perform content filtering at the router 
level, so any settings affect every device on the network. 

PROS
VThey are easy to install
VThey offer a broad and quick solution

CONS
VThey do not provide a fine level of control 
VThey do not offer detailed monitoring as with a local 
tool on each device
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Control content

Safe browsing

Safe downloads

VFrom SearchSettings 
find "Safe Search
ŦƛƭǘŜǊǎάΦ 
VCheck the box next to 
"Filter explicit results." 
VAt the bottom of the 
screen, tap Save

Safe Search

VSelect your child. 
VOn Settingstap 
Manage settingsand 
then Filters on 
Google Chrome. 
Choose the setting 
you want: 

ÅAllow all sites
ÅTry to block 
mature sites
ÅOnly allow 
certain sites

VTap Manage sites
to manually allow or 
block certain site

Family Link

VOpen Play Store 
VIn the top left 

corner, tap Settings.
VTurn on Parental 

controls.
VCreate a PIN. 
VTap the type of 

content you want to 
filter from Apps & 
Games or Music

Play Store

VOpen the Family 
Linkapp OR visit the 
Family Linksetup 
page to get started
VIn the top right, 
tap Create
VFollow instructions
to create the 
account
VA confirmation will 
show on the screen

Open an account

Account



GOOGLE FAMILY LINK
Iƻǿ ǘƻ ƳŀƴŀƎŜ ȅƻǳǊ ŎƘƛƭŘΩǎ ōǊƻǿǎƛƴƎ ƻƴ /ƘǊƻƳŜ

Select your child on the Family Linkapp. On Settings, select 
Manage settingsand then Filters on Google Chrome.
Choose the setting you want among the following:

Allow all sites:Your child will be able to visit all sites, except 
the ones you block.
Try to block mature sites:Sexually explicit and violent sites 
will be hidden. 
Only allow certain sites:Your child will only be able to visit 
the sites you allow.
Manage sitesto manually allow or block certain sites 

You can also manage this setting by clicking on your child's 
name at families.google.com.



WHO USES YOUR PERSONAL DATA
× Every time you share data with any party, you expect that 
they can protect it and respect your privacy rights. 
× Unfortunately, there are many examples of data breaches 
and misuse and incidents of exposed data. 
× Organizations that collect this information may sell it to 
third parties. 
× Cybercriminals can sell children's dataon the dark web, 
where buyers use it for tax fraud or identity theft.



CHILDREN AND PERSONAL DATA

× /ƘƛƭŘǊŜƴ ƻƴƭƛƴŜ ǘŀƪŜ ŀ ǳƴƛǉǳŜ ǇŜǊǎƻƴŀƭ ƛŘŜƴǘƛǘȅΦ LǘΩǎ 
important to educate them on how to make good decisions 
about their personal data.
× Give them support. 
× Learning the correct behavior and knowing how to protect 
their privacy when they interact online is a skill that the child 
will carry throughout life



GOOD PASSWORD PRACTICES
Good password practices are an essential security measure to 
keep personal data safe. Make kids understand that 
üPasswords should not be shared with anyone, especially at 
school or online.
üWe avoid using our name or birth dates, or the name of a 
family member or a pet.
üWe change your passwords regularly and have different 
passwords for different accounts.



CONTROL NETWORKING
How do children communicate

Children connect to their friends on social media. They 
need to know that their digital footprint there can last 
forever and understand that all content they consume, 
share, upload and download leaves a digital trace.

Children communicate through the following channels:
ÅText messages
ÅAudio messages
ÅPhoto sharing
ÅTagging 
ÅChatting
ÅStories 



TEACH SAFE COMMUNICATION

Privacy

Posts

Secrets

LǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ 
teach your kids 
about what they 
can comment on 
ƻǘƘŜǊΩǎ Ǉƻǎǘǎ ŀƴŘ  
how to control 
their reactions

Commenting
Ensure your child 
takes online 
privacy measures 
ŀƴŘ ŘƻŜǎƴΩǘ 
share personal 
information with 
ǎƻƳŜƻƴŜ ǘƘŜȅΩǾŜ 
never met or 
that they do not 
get involved 
emotionally or 
otherwise. 

Strangers
What we say on  
a messaging 
serviceƛǎƴΩǘ 
always really 
private and 
users' data might 
be shared.

Messages
Teach your child 
to interact with 
people they 
know and only 
share another 
ǇŜǊǎƻƴΩǎ ǇŜǊǎƻƴŀƭ 
information with 
ǘƘŀǘ ǇŜǊǎƻƴΩǎ 
permission

Social Media

Interaction



OLDER KIDS AND THEIR ONLINE FRIENDS
Older kids see all kinds of content on TV, games, or on their friends' 
devices. So parents are concerned about their interaction with others:

ÅYou cannot meet their online friends or other contacts 
ÅSome supervision is acceptable by some kids, but not most
ÅYou need to respect your child's right to privacy 
ÅYou need to encourage open discussion, rather than using parental 
control software as spyware. 

All these are cases for soft parental controls.



CONTROL NETWORKING
Monitoring contacts and messages

× Many services let you monitor contacts and messages and 
watch for potentially dangerous situations. 

× Some parental control software block new contacts or show 
message content (usually SMS texts; unfortunately, most 
messaging apps such as WhatsAppor  Snapchatare not covered) 

× Social media tracking can also give you a hint of your child's 
social life online. 

× In order to have such kind of control you need to know your 
child's login credentials or convince them to log in and consent 
to install the tracker.



CONTTROL NETWORKING

Monitoring online activity

Some commercial parental control services offer a function that 
lets you view your child's activity. This is useful when:  

V¸ƻǳ ǿŀƴǘ ǘƻ ōŜ ŀōƭŜ ǘƻ ǊŜǎǇƻƴŘ ǘƻ ȅƻǳǊ ŎƘƛƭŘΩǎ ŀŎŎŜǎǎ ƻǊ 
time-extension requests. 
VYou want manage everything online, and control activity 
reports and restrictions. 
VYou want any changes you make to be duplicated on your 
child's device when they connect to the internet.

When your child tries to visit a blocked site, the control sends 
you notification via the app, web, email, text, or a combination 
of those options.



Take a quick yes/no quiz

Do you know how many hours a week your 

child spends chatting online with others? 

Do you use Internet filtering on the 

devices your child  has access to?

Have you determined ñonline home 

rulesò with your childôs consent?

Is the computer your child uses in a 

common space in your home? 



Yes/No quiz

Unless you answered 
YES to all questions, 
you still have some 
things to learn!

Keep up 

with 

technology

STEP 02

Know your 

childôs media

STEP 01

Have a 

trusted 

relation

STEP 03

Master your 

digital 

parenting

FINAL



Know the media

When you get beyond the basics, parental control systems offer 

advanced features. 

Among these advanced options are YouTube monitoring, geofencing, and 

remote device locking. A geofence, for example is a location tool that can 

help you track your older child when s/he is out of the house with friends. 

The advanced versions analyze page content, filter unsuitable content, 

and allow you to add custom keywords and categories you want to block

After you master the basics

Digital parenting poses many challenges. Controlling your 

childôs online activity is a dream of every parent. You will find 

out that a trusting relation is the best control you can get. 

CONTROL

Build trust Educate

BEYOND THE BASICS
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Media Literacy for Parents
Learning Unit B.1.5: Cyberbullying and Hate Speech Online



Content

Definitions, differences and 
consequences.

Bullying and cyberbullying
Where does it come from? The role 
of technology and how to recognize it.

Hate speech

{ǘŀǘƛǎǘƛŎǎ ŀōƻǳǘ ǇŀǊŜƴǘǎΩ ŀǿŀǊŜƴŜǎǎ 
of these crimes. The importance of 
raising media literacy to protect 
children.

tŀǊŜƴǘǎΩ ŀǿŀǊŜƴŜǎǎ

Strategies to discover online risks and 
to fight against cyber crimes.

What can we do?

This unit is focused on the importance to know what cyberbullying and online hate speech are, and to recognize them 
in the frame of the multiform online activities.
²ƘŜƴ ǳǎƛƴƎ ǎƻŎƛŀƭ ƳŜŘƛŀ ŀƴŘ ǎǳǊŦƛƴƎ ǘƘŜ ǿŜōΣ ƛǘΩǎ ōŜŎƻƳƛƴƎ ƳƻǊŜ ŀƴŘ ƳƻǊŜ ŦǊŜǉǳŜƴǘ ǘƻ ƎŜǘ ƛƴ ǘƻǳŎƘ ŀƴŘ ǘƻ ōŜ ǾƛŎǘƛƳ 
of such a crime, and parents must be very attentive to the effects that the exposure to such a practice can unfold on 
minds still in training and easily influenced.

CYBERBULLYING AND HATE SPEECH ONLINE

01 02

03 04



What is 

bullying?

Bullying is an intentional behaviour that hurts, 

harms or humiliates a child, both physically and 

emotionally, and it can happen at school, among 

friends or online. 

¶

Bullies often have more social or physical 

"power", while those targeted find it difficult to 

stop and prevent the behaviour they suffer from. 

¶

Characteristic of bullying is that it is not 
occasional. On the contrary, it is a repetitive 

behaviour. 

¶

Students often describe bullying like this: "it 

happens when someone takes away the desire 

to believe in you as a person."

¶



WHAT ARE THE CHARACTERISTICS OF BULLYING?

o Bullying is characterized by violent and intimidating actions 
exerted by a bully, or a group of bullies, on a victim. 

o Verbal harassment, physical assault, persecution carried out 
for example in a school setting. 

o The victim often does not have the courage to react. 
o The victim often does not have the courage to confess to 

anyone that he/she is a victim.
o The bullies enjoy a kind of "tacit consent": no one opposes 

them, no one denounces them. Oftenthey are also admired, a 
little secretly, for their bravado.



From bullying to 
cyber-bullying o Today, technology allows bullies to infiltrate victims' 

homes, to materialize in every moment of their lives, 
haunting them with offensive messages, images, 
videos sent via smartphones or posted on websites 
and social media via the Internet. 

o Bullying then becomes cyberbullying.

o In many European countries both bullying and 
cyberbullying are prosecuted by specific laws, even 
though as aggravating offenses such as threats, 
defamation, identity theft, etc., and not as offenses 
themselves.



THE CHARACTERISTICS OF CYBERBULLYING

Cyberbullying defines a set of aggressive and intentional 
actions, by a single person or a group, carried out using 
electronic tools(sms, mms, photos, videos, emails, chat 
rooms, instant messaging, websites, phone calls), whose 
aim is causing physical or psychologic damage to a peer
unable to protect himself/herself.



BULLYING AND CYBERBULLYING. DIFFERENCES?

o Bullying is limited: in the 
classroom, in the school, in the 
circle of friends ... 

o Χ ŀƴŘ ǘƘŜ bullies are known by 
the victims. 

o Usually, bullying takes place 
during school hours or on the 
way home-school, school-
home. 

o School or social dynamics limit 
aggressive actions. 

o The bully needs direct contact 
with the victim.

o Generally, only those with a 
strong character, capable of 
imposing their power, can 
become bullies.

BULLYING CYBERBULLYING

o Children and adults from all over 
the world can be involved. 

o Aggressive communications can 
occur all around the clock. 

o Cyberbullies have ample freedom 
to do online what they couldn't do 
in real life. 

o The cyberbully is invisibleor 
considers himself/herself as such, 
because he/she hides his/her 
actions behind the technology 
and the nicknamehe/she uses on 
the social networks.

o Anyone, male or female, even 
those who are victims in real life, 
can become a cyberbully.

Text  Here



THE CONSEQUENCES OF CYBERBULLYING

The victim often struggles to concentrate, at home, in class or at work. 
Persecution becomes a constant thought. The victim begins to be afraid 
every time he/she goes online. Each time
he/she hopes the persecution is over 
and each time he/she discovers that the 
cyberbully is present. The victim ends 
up fearful of being able to physically 
make contact with the cyberbully. 
Not finding solutions to the persecution can lower the victim's self-esteem. 
Finally, the victim may feel isolated, fighting an impossible battle alone.



Why do 
victims 
not report 
cyber-
bullies?

Bullying, and even more cyberbullying - which is 
ubiquitous, "never breaks off" - leverage the victim's 

weaknesses and vulnerabilities. 

¶

Nobody wants to reveal to the world that they are 
weak and vulnerable, especially school-age children 

and teens.

¶

For this reason, even when cyberbullying acts become 
particularly heavy and persecutory, victims struggle to 

reveal what is happening. 

¶

For them it is a question of finding the courage to be 
"naked" and unable to find a solution on their own. It 

is not easy at all!

¶



How do 

victims get 

in touch 

with cyber-

bullies?

Bullies and victims share the same environment. 

They are often "friends" and their contact takes 

place at school. 

¶

When it comes to cyberbullying, the victim and 

the bully often don't know each other. 

Contact, in most cases, takes place on social 

networks

¶

It can be a casual event, or a moment of contact 

related to some funny meme, but more often 

young people are attracted to those who exhibit 

a particularly strong "virtual" personality.

It can be arguments that attract, but also words. 

¶

The more engaging and determined they are, the 

more they talk to our children's bellies, the more 

powerful they are strong.

¶



Is my child 

cyber-

bullied?

Bullying in online environments usually happens 

out of the sight of adults.

¶

Often a pupil has not the courage to confess 

what is happening to him/her. But words are not 

always necessary, just catch significant 

variations in our child's behaviour:

¶

o He/she avoids social situations or groups of 

friends he/she once frequented, preferring to 

spend more time alone. 

o He/she has unusual emotional responses: 

he/she gets angry or nervous in an unusual 

way.

o He/she suddenly spends less time on the 

social media platforms he/she once 

frequented. 

o New numbers or unknown messages 

suddenly appear on his/her phone.



Is my child 

a cyber-

bully?

Anyone can be a cyberbully. You need to watch 

out for some signs, which psychologists have 

summarized like this

5 signs to recognize a cyberbully:

¶Aggressiveness (as a way of relating to others); 

¶
Impulsiveness (associated with the inability to 

self-control and found in experiences of 

prevarication over others); 

¶

Lack of guilt about one's actions.

¶

¶

Poor tolerance of frustrations and rules; 

Lack of empathy (which prevents people from 

understanding the feelings and emotions of 

those who suffer their behaviours);



A BIT OF STATISTICS...

16 percent of 

students report 

being 

cyberbullied 

16% 20%

One in five 

girls 

worldwide 

report being 

cyberbullied 

10%

Worldwide, 

one in 10 

children 

report being 

cyberbullied 

95%

95 percent of 

teenagers in the 

world report 

being constantly 

online every day

The phenomenon of cyberbullying has enormous 

numbersbut it is difficult to monitor . 

The most recent researches say this:



Any question?  
Youcanusethe chatareaor ask

the trainer to open your

microphone



CYBERBULLYING AND HATE SPEECH
o Why is it believed that hate speech and cyberbullying are two sides 

of the same coin?

o Because they are both the expression of a violent, dangerous and 

unfair use of new media, and because the consequences affect in 

both cases the most vulnerable users, overall children and young 

people of school age.

o There is a further relationship between the two phenomena: the one 

that is created between the strong and the weak, between those who 

govern communication and those who suffer from it. 

o Therefore it is thought that hate speech and cyberbullying exploit the 

same access doors and lead to the same consequences: they 

reduce the self-esteem of the victims and influence their critical 

abilities.



WHAT IS HATE SPEECH?
Hate speech dates back to the dawn of time. 

It was born as a practice used for political or religious purposes

and witnessed by history. It made millions of victims: for example in 

the Jewish community during the Fascist and Nazi period that 

spanned the Second World War.

But in every age and in every place the incitement to hatred has 

created the conditions to divide a society and create first and 

second class people.

The means by which hate preachers found their audience have 

always been limited, at least until the advent of television and new 

technologies.



DEFINITION OF HATE SPEECH

The Cambridge Dictionary writes:

"Hate speech is a public speech that expresses 

hatred or encourages violence against a person 

or group based on arguments relating to race, 

religion, sex or sexual orientationò.

It goes without saying that the arguments are 

always false, but they exploit manipulative 

mechanisms that are sometimes very 

sophisticated and very effective.



Hate speech and 
technology

Nˁew technologies have opened new frontiers in 

telecommunications. For fifty years now it has been 

possible to reach anyone anywhere in the world.

Tˁhe audience had already multiplied with television. With 

the internet and social networks you can now make your 

words known virtually at no cost and without borders.

Tˁhe spread and economy of the social media system has 

practically put a very effective communication tool in 

everyone's hands.

ˁThose who intend to incite hatred towards a person or a 

group of people today are spoiled for choice ...



Hate speech
online

o Whether it is the result of frustration or emotional 
imbalances of an individual, rather than a well-
researched political, social or religious project, the 
dissemination of hate ideas is fast and deep when it 
happens online and especially on social media.

o For example, suspects in several recent hate-related 
terror attacks had a long social media history of hate-
related posts, suggesting that social media contributes 
to their radicalization. 

o In some cases, social media can play an even more 
direct role; video footage of the suspect in the 2019 
terrorist attack in Christchurch, New Zealand, was 
broadcast live on Facebook.



HATE SPEECH ONLINE AND OFFLINE

The 4 characteristics 

that distinguish online 

hate speech from offline

Online hate manifestations remain active 

over time in different formats, and on 

different platforms.  

Permancence

The network is a place where (at least in 

theory) it is possible to act anonymously, and 

many users feel more entitled to express 

hatred, without the danger of being identified 

Anonymity or the use of 

pseudonyms and false names

Even if you remove a content from the web, it 

does not necessarily disappear permanently. 

Unfortunately it can reappear and "live again" 

in another place, in another time or, perhaps, 

on the same platform but with a different 

shape or heading.  

The unpredictable return

This is how the phenomenon is fed in an almost 

irresistible way, making it a danger for those who 

do not have the critical tools to counter it

The absence of borders and the 

possibility of widespread dissemination 

of messages



HATE SPEECH AND CYBERBULLYING

Why is it believed that hate speech and cyberbullying are two sides of the same coin? 

Bˁecause both are the 

expression of a violent, 

dangerous and unfair use of 

new media, and because 

the consequences affect in 

both cases the most 

vulnerable users, overall 

children and young people 

of school age.

Tˁherefore it is thought that 

hate speech and 

cyberbullying exploit the 

same access doors and 

lead to the same 

consequences: they reduce 

the self-esteem of the 

victims and influence their 

critical abilities.

Tˁhere is a further 

relationship between the 

two phenomena: the one 

that is created between the 

strong and the weak, 

between those who govern 

communication and those 

who suffer from it. 



ARE OFFENSES INCITEMENT TO HATE?

Content Title

Here

A fine line divides what can 

and cannot be considered 

hate speech.

For example, a statement 

may be contrary to the 

majority opinion, 

considered offensive and 

hateful, but not exactly 

incite hatred or violence.

It is much more difficult to 

determine whether they 

can be considered hate 

speech Indeed, freedom of 

expression also applies to 

those who offend, upset or 

say unpopular things.

Offensive statements can 

be easy to recognize. 



How to recognize
hate speech?

To distinguish hate speech from legitimate ïeven 

though questionable or unpopular - public opinion, 

the following principles need to be considered:

o the specific content 

o the context in which the ideas were expressed 

o the goal of the author of these expressions 

o the way these expressions were perceived 

For example, the same ideas expressed in a comic 

video on YouTube or in a political post on Instagram 

have a radically different impact in the eyes of a boy 

who is forming his own critical conscience.



Is hate speech illegal?

In many countries, hate speech is illegal, although of 
course it is always very difficult to simultaneously save 
the legal principles of free speech and the right to 
protection from hate. 
The EU has indicated the way through a framework 
decision that criminalizes public incitement to violence or 
hatred against a group of people, or a member of it, 
defined in reference to race, colour, religion , national or 
ethnic ancestry or origin. Hate speech, as defined in the 
Framework Decision, is also a criminal offense when it 
occurs online.



What is being done against 
online hate speech?

A lot has been done in Europe, for some time now: 
o In May 2016, the European Commission and four IT giants 

(Facebook, Microsoft, Twitter and YouTube) presented a Code 
of Conduct to combat illegal hate speech online. 

o In September 2017, the Commission adopted a communication 
containing a set of guidelines, aimed at platforms, to tackle 
illegal online content, where, in particular, the importance of 
tackling illegal hate speech online. 

o On 1st March 2018, a Commission Recommendation was 
published comprising two distinct parts: a general one, on 
measures applicable to all types of illegal content, and a specific 
one, on special actions that platforms should take to combat 
the presence of terrorist content.



What can we do?
o If we realize how widespread the phenomenon of 

online hate is, we have already made great strides to 
protect our children. 

o We must not forget that already for adults the ability 
to distinguish normal offenses from dangerous 
statements of hate can be put to the test online, given 
the number and frequency of occasions.

o School-age children and young people are forming 
their critical capacity. So they are particularly exposed 
to risk. 

o Talking a lot with our children and keeping their social 
networks under control from this point of view is 
much more than an advisable practice: it is essential, 
if we want to intervene in time!



Any question?  
Youcanusethe chatareaor ask

the trainer to open your

microphone



Conclusions
o Cyberbullying is a more troubling version of bullying, 

because it is amplified by the power of technological 
tools.

o The phenomenon has acquired enormous numbers in 
recent years, due to the exponential growth in the use 
of smart devices and social media even among the 
youngest. 

o In the portfolio of risks that our children run by surfing 
online, cyberbullying is accompanied by hate speech, 
that is, incitement to online hate.

o Hate speech is very dangerous: those who spread 
hatred online can manipulate the mind of a young 
school-age whose critical sense is still in training.

o There are laws that regulate both phenomena but 
nothing is more effective than dialogue and parental 
control.



THANK YOU

http://www.meli4parents.eu/
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Media Literacy for Parents
Learning Unit I.1.1: Family Media Management-
Intermediate level



I.1.1: Family 

Media 

Management-

Intermediate 

level



Introducingscreentime rules

Screen time rules introduced for a family should 
be drafted as a team, and designed to match the 
ŦŀƳƛƭȅΩǎ ƴŜŜŘǎ. 

Rules may changedepending on the season 
όƘƻƭƛŘŀȅǎΣ ŦƻǊ ŜȄŀƳǇƭŜύ ƻǊ ŎƘƛƭŘΩǎ ŀƎŜΦ 

Any modifications should be introduced in the 
presence of all family members!



Good screen time rules

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

Most frequent screen-free zones include the following:

Å The ŎƘƛƭŘΩǎ όōŜŘύǊƻƻƳ ςto avoid sleep disturbance 
and temptation to check text and other messages. 

Å Dining room/room where meals are eaten.

1. Screen-free zones have to be specified 



Good screen time rules

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

Most frequent examples include the following:

Å Mealtimesςthey are a time for conversation and 
interaction with the family

Å One hour before bedtimeςusing screens before 
bedtime may cause sleep disorders

Å Car trips, long journeys an exception
Å Family gatherings

2. Screen-free times of day have to be specified  



Good screen time rules

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

Offer the child a variety of screen activitiesto prevent 
him/her from constantly engaging in a single activity. 
Screen time rules may include watching multimedia 
with the parent to allow interaction and conversation, 
both of which support the learning process.

3. Media choice and diversification



Good screen time rules

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

Child mayplay a game and/or use an application with 
the parent to allow monitoring of how he/shespends 
time and shared media experience.

4. Using digital devicewith the parent



Good screen time rules

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

Å Never sharing personal data online
Å Never sharing private photographs online
Å Parent joining the process of defining privacy 

settingsfor all websites visited

5. Introducingsafetyrules



Good screen time rules

Content  Here

Get a modern 
PowerPoint  Presentation 

that is beautifully 
designed. hope and I 

believe that this 
Template will your Time

Benefits of reduced screen time (in favour of time 
spent e.g. playing with blocks, playdates etc.) should be 
accentuated.

The list may be expanded to include new rules 
important to all family members. 

6. Benefits



Screentime calculator

Day of the week TV screen time 
[hours]

Computer 
screen time 
[hours]

Gaming time 
[hours]

Mobile phone or 
tablet screen 
time [hours]

Hours per day

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday

A daily/weekly screen time calculator/table for individual media may become 
an additional tool, helpful to organising online/offline time.



Guidelinesfor parents

ÅAvoid using digital media as background noise: e.g. switch the TV off when playing with 
the child

ÅEncourage the child to be careful in selecting screen devices. Point to the purpose of 
using individual media and media content

ÅDo not use screens to distract the child from difficult emotionsor negative experience. 
Children should be allowed space to experience different emotions, parents 
accompanying them every step of the way

ÅA complete ban on digital media time for older children 
may produce an opposite resultto the one desired; 
never forget the online/offline balance factor!



Guide lines for parents
ÅSchoolchildren will have to go onlineto complete homework, find information for a 

school contestetc. Explainthe difference between using screen devices for pleasure 
and learning

ÅTake a closer look at the time your child spends with/without screen devices. When
screentime prevails, introduce step-by-step changes with support from family 
members

Å Introducea digital device-free day challenge, neverforgetting that the parent should 
be the role model for his/her child

ÅNever use screen device access as part of a 
reward/ punishment system ςthis will increase 
the importance of screen devices!



ñLetôs have 

a breakò



Good Manners when Using Digital Devices 

ü Using digital media is not an excuse for abandoning 

good manners. When online, digital devices shall not 

be used to cheat, lie or use hurtful words. 

ü The child should know that remaining who you are

and not enhancing or beautifying your circumstances is 

worth his/her while. 

ü Point out to your child that his/her posts will never 

disappear off the web. 

ü Encourage your child to talk about his/her online 

experience, to foster comfort with and ease of sharing 

potentially concerning situations.



Netiquette (pick rules well-matched to suit your family)

ü Put your device down when anyone approaches and 

during mealtime.

ü Choose face-to-face conversations over making 

phone calls and/or texting. Choose conversations over 

texting.

ü When e-mailing or texting, use proper greetings, 

complete words and proper language.

ü Always ask a photographed person for permission to 

share his/her image. 

ü Any disputes should always be resolved in private 

messages.



Digital Eyestrain

Time we spend looking at screens has been 
growing year to year. Staring at screens may cause:
Å out of focus or blurred vision 
Å burning
Å dryness 
Å itchiness 
Å irritation of the eyes
The condition is known as digital eyestrain or 
computer vision syndrome (CVS). Other digital 
eyestrain symptoms may include headaches and 
neck or shoulder pain.



Digital eyestrainreasons

Most frequent 
digital eyestrain 

reasons

Extended periods of digital 
device (TV, computer, 
smartphone) use

Exposure to bright 
lighting/glare

Extended periods of 
activities requiring 
focus and concentration

Straining the eyes to 
see properly in dim 
lighting



Techniques preventing digital eyestrain 

Á taking breaksςleaving the device for a few seconds(if possible, going outdoors)
Á blink more frequently thanseemingly required 
Á 20-20-20 rule: every 20 minutes take a 20-second break to look at an object 20 feet 

(approximately 6 metres) away
Á proper posture when using digital devices, to guarantee correct eye distance from the 

screen (correct distance: 60 cm, minimum distance: 40-50 cm), slightly below horizontal 
eye level

Á change the screen background colour to cool grey.
Á refraining from the use of screens in darkened rooms
Á placing a light beam source behind the child rather than behind the mobile device screen

Á increasing the font size.



Proper posture 

VtƘȅǎƛŎŀƭ ƳƻǾŜƳŜƴǘ ŀƴŘ ǇƭŀŎƛƴƎ ǘƘŜ ǎŎǊŜŜƴ ǎƭƛƎƘǘƭȅ ōŜƭƻǿ ǘƘŜ ŎƘƛƭŘΩǎ 
horizontal eye level, at a distance of 45-сл ŎƳ ŦǊƻƳ ǘƘŜ ŎƘƛƭŘΩǎ ǎŜŀǘ

V Screen supports, tablet stands or even several books under the laptop may 
be used to adjust screen elevation. 

V A chair with a backrest allowing feet to rest on the floor (knees bent at a 
90 degrees angle), and organising writing space that will not force a 
slouched position 

V Wrists should remain horizontal, fingers at level, neither above or below 
the wrist. 

V A textbook or book as thick as the laptop can be placed beneath the 
forearm to allow the child to assume the position naturally.



Open list of alternativesto screentime

If screen time limits are to be set, it is always a good idea to come up with 
ŀƭǘŜǊƴŀǘƛǾŜ ǇǊƻǇƻǎŀƭǎ ǘƻ ƻǊƎŀƴƛǎŜ ŀ ŎƘƛƭŘΩǎ ǘƛƳŜΦ 

Å Reading books
Å Visiting a local library or bookshop
Å Playing word games
Å Playing board games
Å Storytelling
Å Making drawings and telling stories 

about them

Å Reading poems aloud
Å Composing poems and rhymes
Å Composing songs
Å Karaoke
Å Organising neighbourly suppers
Å Taking walks
Å Do It Yourselfprojects



Open list of alternativesto screentime

Å Building forts
Å Making and flying kites
Å Listening to music, dancing
Å Playing musical instruments
Å Dog-walking (the family dog, the 
ƴŜƛƎƘōƻǳǊǎΩ ŘƻƎύ

Å Drawing comic strips
Å Attending art (drawing/painting) 

classes
Å Bowling outings
Å Practicing favourite sports
Å Organising sports competitions

Å Organising and staging plays 
Å Theatre outings
Å Collecting garbage to clean up the 

neighbourhood
Å Visiting grandma/ grandpa
Å Playing ball outside
Å Building an outdoor obstacle course
Å Getting to know your neighbourhood 

(e.g. by participating in quests)
Å Museum or art gallery outings
Å Cycling/ rollerblading



άTime for 

questionsέ



THANK YOU

http://www.meli4parents.eu/
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Media Literacy for Parents
Learning Unit I.1.1: Communication and trust building



Contents

Conversations about media use and 

influencing by example

Direct and indirect media education

Becoming familiar with some self-

reflection tools.

Reflection on own media use

Co-using ICT and co-presence in ICT 

activities

Trust building measures

Do as I say but donôt do as I do?

Role modelling 

This unit builds upon B.1.1 and will treat the following topics:

01 02

03 04



The background

Children often complain about their parents not being available 
ōŜŎŀǳǎŜ ǘƘŜȅΩǊŜ Ŏƻƴǎǘŀƴǘƭȅ ōǳǎȅ ƻƴ ǘƘŜƛǊ ƻǿƴ ŘŜǾƛŎŜǎΦ Lƴ ǘƘƛǎ ǳƴƛǘ 
participants will explore the influence of their own behavior vs. 
their educational practice. They will reflect on why they consider a 
certain behavior safe or unsafe, normal or strange etc. and learn 
ŀōƻǳǘ ǘƘŜ άŜǘƘƛŎ ƻŦ ǊŜǎǇŜŎǘŜŘ ŎƻƴƴŜŎǘŜŘƴŜǎǎέ ŀƴŘ ǘƘŜ άŜǘƘƛŎ ƻŦ 
ŜȄǇǊŜǎǎƛǾŜ ŜƳǇƻǿŜǊƳŜƴǘέ ό/ƭŀǊƪ нлмоΥ мсύ ǘƘŀǘ ƳƛƎƘǘ ōŜ ƎǳƛŘƛƴƎ 
their practices in communication with their children.



1.1.1. 

Direct and 

indirect 

media 

education



Direct media education

What is direct media education?

By direct media education we mean any activity that is 

purposely directed at children to foster their understanding 

of the dangers and opportunities of media usage.

In the pre-COVID19 EU Kids Online 2020 study between 

10% and 25% of the 25 101 children surveyed between 

2017-2019 from 19 European countries reported that they 

had never or rarely received any safety advice from parents, 

teachers or friends.   



As children grow older and engage more with digital devices 

and media it will be important to establish some basic rules. 

They wonôt differ so much from what you also request in the 

ñrealò world but keep in mind that for your child the virtual 

world is just as real and that youôll need to explain why you 

want them to behave that way.   

. 

REAL world

- Donóttalk to strangers

- Donótaccept any goodies

from unknown people

- Donótfollow strangers

- Youóvethe right to say no

when somebody wants to

touch you

- Donótbe rude to other

people

ONLINE itósnot ok to: - chat with

people youóvenever met physically

- accept friendship requests from

people youóvenever met offline

- send pictures of yourself to people

you donótknow offline

- give away your personal data

(address, name of school, phone

number, etc)

- to share or produce hate speech

- to share pictures of others without

permission

- to discriminate against others

Direct 

media education

Like-2029074_19 Image by Gerd Altmann on Pixabay

Most important: 

Make your child

understand that

he/she can always

turn to you for help!!



Indirect media education

What is indirect media education?

By indirect media education we mean any activity that 

influences childrenôs media use without being explicitly 

directed at them.

This happens essentially through parentsô own behavior, 

but also through friendsô and peersô use of media, examples 

in the media themselves (influencers, youtubers, famous 

actors and actresses and other well-known people).

Children are great observers and learn a lot by watching 

and imitating others. They also have a tendency to notice 

small details that may seem unimportant to an adult but 

that can have a lot of influence on their own behavior. 



Indirect

media

education

Children are zealous observers of their surroundings and take in many details that will 

shape their own media use. That is true for positive and negative behavior.(e.g. Seeing 

elder siblings playing violent online games or making fun of a classmate together with 

friends by posting manipulated pictures versus playing a fun strategic game and 

deciding together with pictures of an excursion to post.  

What children see

Children also listen to how adults talk to each other and draw their 

own conclusions about proper ways of addressing people (e.g. 

Their  parents having a loving exchange with the grand-parents 

offline or online versus being rude to someone they donôt like or 

using swear words in a conversation.)     

What children hear

Children are not always able to express their feelings about 

what theyôve seen or heard so itôs important to provide them 

with the necessary vocabulary so that they can voice joy 

and happiness but also concern, anger and frustration in an 

adequate manner.   

What children feel 

Children want to be listened to and their opinions 

taken into account and the role of adults is to 

hear and consult them on all matters that 

concern them directly. This will help to build their 

self-confidence and their trust. 

What children experience
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